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B HACTOSIIEM JIOKYMEHTE HCIIOJB3YIOTCS CICIYIOIME TEPMUHDL i HX OTpeaeIeHus.

ABTOMATH3HPOBAHHASI CHCTEMA — CHCTEMA, COCTOAMAL M3 nepcoHaga M KOMILIEKCa
Cpe/ICTB aBTOMATHM3allMH €ro  ACATeIbHOCTH, peanusyiomas HHOOPMAIMOHHYIO TEXHOJIOTHIO
BBITTOTHEHHS] YCTAHOBICHHBIX QYHKIIHH.

AyTenTHdUKAUNS OTOPABHTEs AAHHBIX — [IOJTBEPXKACHHE TOro, YTO OTIPABUTEIL
[OJIYUYEeHHBIX JaHHBIX COOTBETCTBYET 3aABICHHOMY.

Be30nacHoCTh MEePCOHAJIBHBIX JAHHBIX — COCTOAHHC 3aLIAIIEHHOCTH [EPCOHATBHBIX
JAHHBIX,  XapaKkTepU3yeMoe CIIOCOOHOCTBIO  [IONIb30BATEIICH, TEXHUYECKHX  CPEJCTB
1 UHPOPMAIMOHHBIX TEXHOIOTHHU obecrednTs KOH(HIEHINAIPHOCTD, LIEIOCTHOCT U JIOCTYITHOCTE
TIepCOHABHBIX JaHHbIX TIPH HX 06paboTke B HHPOPMALHOHHBIX CHCTEMAX [IEpCOHAIBHBIX IAHHBIX.

BuoMeTpHYecKHe NePCOHATIbHbIE TaHHBIC — CBEJICHUS, KOTOpBHIE XapaKTepuU3yroT
(pu3monornyecKue OCOOCHHOCTH HejIOoBEKA 1 HA OCHOBE KOTOPBIX MOYKHO YCTaHOBHTH €O
JIMYHOCTh, BKMOWas (ororpapuu, OTHEYATKH MAIBLCE, o6pa3 ceTdaTKd Ija3a, OCOOEHHOCTH
CTpOEHHs Tela U IPYryio noA00HYI0 HHGOPMAIIHIO.

BaokupoBaHHe  NMEPCOHAIBHBIX  AAHHBIX — BpEMEHHOE  [peKpalleHue cbopa,
CcHCTEeMATH3allH, HAKOTUIEHHS, HCIIOb30BAHMs, paclpOCTpaHCHIA, NepCOHATBHBIX [@HHBIX, B TOM
yucie UX nepeaayu.

Bupyc (KOMIBIOTEePHBII, NporpaMMHblii) — HCIIOJIHSEMBIH TIPOrPaMMHBIH KO  HJIH
MHTEPIPETUpyeMBbIi  HabOP MHCTPYKIMH, 00/IaJaoNiuil CBOHCTBAMH HECAHKIIMOHUPOBAHHOTO
pacnpoCTpaHeH s ¥ CaMOBOCIPOU3BECHHL. Co3jagHble JTyOJIMKaThl KOMIIBIOTEPHOIO BHpYyCa
He BCerJa COBIANAIOT C OPHIMHAIOM, HO COXPaHSIOT CIIOCOOHOCTh K JIalbHEHIIEMY
pACTpOCTPAHEHUIO ¥ CAMOBOCIIPOH3BE/ICHHIO.

BpenonocHasi nporpamma —  Iporpamma, npeJHasHayeHHas U OCYLICCTBJICHHUA
HeCAaHKLMOHMPOBAHHOTO J10CTyINa H (WM) BO3/IEHCTBUS HA IEPCOHAIBHBIC JAHHBIC HIIH pecypcehl
uH(OPMAIMOHHOH CHCTEMbI IIEPCOHANBHBIX JAHHBIX.

BeromoraTe/ibHble TEXHHYECKHE CPEeACTBA W CHCTEMbI— TEXHUYECKUEe CpeJicTBa
M CHCTEMBL, He IpeJHAa3HaueHHbIC Ui Nepeaatit, 00paGoTKK ¥ XPaHEHHs! TIEPCOHATBHBIX JAHHBIX,
yCTaHaB/MBaeMble COBMECTHO € TeXHHIECKUMH Cpe/ICTBaMH M CHCTEMAaMH, Mpe/IHasHAICHHBIMA JULA
00paboTKH MEePCOHANBHBIX TAHHBIX MM B [OMEIIICHUSX, B KOTOPBIX YCTAHOBJIEHbI HH(POPMAIMOHHbIC
CHCTEMBI IIEPCOHANIBHBIX JTaHHBIX.

JlocTynm B ONEPAUMOHHYIO  CPELy KoMnbioTepa  (MHOOPMALMOHHON  CHCTEMBI
I1epPCOHAIBHBIX JAHHBIX) — TOJIYUCHHE BO3MOYKHOCTH 3aIlyCKa Ha BBINOJIHEHHE INTATHBIX KOMAHI,
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MUHHCTEPCTBO COLMAILHOMN TMOJIMTHKH CBep/JIOBCKO# 00,1aCTH
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Konnenuusi HHGOpMaLHOHHOI (€30MacHOCTH

HHq)OpMalIHOHHble CHCTeMbI NePCOHAJBbHBIX JAHHBbIX J

(yHKIMiL, TIPOLETYP ONEPALOHHOH CHCTEMbI (YHHYTO)KEHHsI, KONMMPOBAHMS, INEPEMEIICHIST H T.IL),
MCIIOJHSAEMBIX (aiiyIoB IPUKJIATHBIX TPOrPAMM.

JlocTyn K HHGOPMALHH — BOSMOKHOCTE IOy CHHA uH(pOPMALMH H €€ UCIIOIb30BaHHS.

3aK/Ia09H0e YCTPOHCTBO — JJIEMEHT CPEICTBA ChEMA MH(OPMAIMH, CKPBITHO BHEIPSEMBIH
(3aK/Ta/TBIBAEMbIH FITH BHOCHMBIH) B MECTa BO3MOXKHOIO CheMa pH(pOpMAIH (B TOM YHCIIE B OIPK/ICHHE,
KOHCTPYKIIIO, 00OPY/IOBaHHE, MPe/IMEThbl HHTEPbEPa, TPAHCTIOPTHEIC CPEZICTBA, A TAKKE B TEXHUYECKHE
CpeJICTBA M CHCTeMbl 06paboTKH HH(OPMALHH).

Jamumaemast uHGopMauusi — HMHPOpMAIWS, SABISIOMAICS —PEIMETOM COOCTBEHHOCTH
W MOUTeKAIAsl 3aliTe B COOTBEICTBUHM C TPeOOBAHHMAMH NPABOBBIX JIOKYMEHTOB MM TpeOOBAHMAMH,
YCTAHAB/IMBAEMBIMU COOCTBEHHHUKOM uH(popMaruu.

WnenTuduKanus — IPHCBOCHHE CYOBEKTAM H 00BeKTaM J0CTyna HjeHTH(uKaTopa U (1)
CpaBHEHHUE NPE/IBSBISIEMOTO HIeHTH(HUKATOPA C IEPEIHEM IIPHCBOCHHBIX HIeHTH(UKATOPOB.

HudopMaTHBHBIH CHTHAX — OJIEKTPHYCCKHE CHIHAIBL AKyCTHYECKHE, OIEeKTPOMArHUTHBIE
¥ gpyrde (u3HUecKHe MOJis, [0 MNapaMerpaM KOTOPbIX MOKET OBITH pacKpbiTa KOH(HUICHIMAbHAS
yH(popMmanys (MepCOHATbHBIC JaHHble) oOpabarbiBaeMas B uH(OPMAIMOHHON CHCTEME TEPCOHATBHBIX
JIAHHBIX.

NudopMannonHas cHCTeMa MEPCOHATBHBIX JAHHBIX (MCIIAn) — uHpOpMALHOHHAS
cucTeMa, IpeICTaBIsoNIas CO00H COBOKYMHOCTh NEPCOHATBHBIX JAHHBIX, coziepKaiuxcs B 6ase
JAHHBIX, a TaKke HMHQOPMAIMOHHBIX TEXHONOTMH H TEXHHYCCKHX CpeICTB, TI03BOJISFOILUX
OCYILIECTBIATh 00pabOTKY ~TAKHX MEPCOHANBHBIX —JAHHBIX € UCIIOJIb30BAaHUEM  CPEZICTB
aBTOMATH3AIMU MM 0€3 UCII0JIb30BaHUs TAKMX CPE/ICTB.

WudopMaHOHHbIE TEXHOJIOTHH — MPOLECCH, METO/IBI TIOUCKA, cBopa, XpaHeH¥s1, 00pabOTKH,
IIpeIOCTaB/ICHHs, PACIIPOCTPAHCHUS pH(pOpMAIWMHE M CIIOCOObI OCYIIECTBJICHHUS TAaKHX IPOLECCOB
¥ METOJIOB.

Menmo/ib30BaHne MePCOHAIBHBIX JAHHBIX — JICHCTBHA (omepanuu) ¢ IEPCOHANBHBIMH
JAHHBIMH, COBEpIIAeMble ONEpPaTOpOM B ILEISAX TPHHATHS pEeLICHHH HIIM COBEpPIICHHS HHBIX
NeHCTBHIl, MOPOKIAIOUNX IOPHIMYECKHE MOCIEACTBUS B OTHOUICHHH cyObeKTa MepcOHAIBHBIX
JAHHBIX MM JAPYTHX JMI JIMO0 MHBIM 00pa3soM 3aTpardBalolUX Ipasa H cBOOOMBI CcyOBeKTa
TepCOHATBHBIX JAHHBIX MM APYTHX JIHIL.

HMlcTOYHHK Yrpo3bl 6€300acHOCTH MHpopMAIHH — CyOBEKT JIOCTYIIA, MaTePUATIBHBIA 00BEKT
Wk (pUBHUECKOE SIBIICHNE, SBJIOLIECS PHIMHON BOSHAKHOBCHHUS yTPO3BI 6e30macHOCTH HHMOPMAIIHH.

KoHTpoupyemMasi 30HA — TPOCTPAHCTBO (TEPPUTOPWS, 3MAHUC, HACTb 3IAHHA, TIOMEIIICHHE),
B KOTOPOM HCKJIIOYEHO HEKOHTPOIHMPYEMOS npeObIBaHKe TOCTOPOHHKMX JIHMIL, @ TAKKE TPAHCIOPTHBIX,
TEXHUYECKUX U HHBIX MAaTEPHATBHBIX CPE/ICTB.

KonduaeHuna bHOCTh  MEPCOHATBHBIX  JIAHHBIX — obspaTenbHOe  JUIL  COOJIOZIEHHS
OTePATOPOM WM MHBIM TIONTYUHBIIAM JOCTYII K [IEPCOHABHBIM JAHHBIM JILIOM TpeGOBaHHE HE JIOITyCKaTh
MX pacmpocTpaHeHHe 0e3 cornacusi CyOBeKTa MEpCOHATBHBIX JAHHBIX MM HAJIMYUST WHOTO 3aKOHHOIO
OCHOBaHHS.

Me:kceTeBoil IKpaH — JIOKAIBHOE (OTHOKOMITOHEHTHOE) MM ()YHKIIMOHATBHO-PACIPE/ICIICHHOE
[POrpaMMHOE (IpOrpaMMHO-AIIIapaTHOE) CPEICTBO (KOMILIEKC), pea3yroliee KOHTPOIIb 33 uHpopMarLmen,
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Konuenuusi HHpopMauHOHHOMH 0€30N1aCHOCTH

BT & HARE R TN

HH(l)OpMallHOHHble CHCTEMbI NEPCOHAJTBHBIX JaHHBIX

nocTynaromed B MHMOPMALMOHHYIO CHCTEMY MEPCOHATBHBIX JAHHBIX W (WJIM) BBIXOJSIIEN
13 HH(QOPMALHOHHON CHCTEMBI.

Hapymureanb 0€30MacHOCTH NMEPCOHANBHBIX JAAHHBIX — (DH3UYECKOE JIMIIO, CITy4aiHO HIIHA
IpeJHAMEPEHHO COBEPLIAIOILEE JICHCTBHS, CIIEJCTBUEM KOTOPBIX SIBISICTCS HapylleHue Oe30rnacHOCTH
NEPCOHATIBHBIX JAHHBIX NP MX 00pabOTKe TEXHHYECKUMH CPEACTBAMH B HH(OPMAIMOHHBIX CHCTEMaX
[IEPCOHATLHBIX JAHHBIX.

HeaBromaTusupoBanHass  00pafoTka  MepCOHAJBHBIX  JAaHHBIX —  00paboTka
MEePCOHAIBHBIX JIaHHBIX, COACpXKAIIUXCS B HHPOPMAIIMOHHON CHCTEME MEPCOHATBHBIX JAHHBIX
MO0 M3BJICYEHHBIX M3 TAKOH CHCTEMBI, CUMTAETCS OCYIIECTBIEHHON 0e3 HCIIOIB30BAHHS CPEICTB
aBTOMaTH3alMU (HEaBTOMATH3UPOBAHHOW), €CIIM Takhe JCHCTBHS C IEePCOHAIbHBIMH JaHHBIMH,
KaK MCIIOJIb30BaHHE, YTOYHEHHE, paclpOoCTpaHEHHe, YHUYTO)KEHHE IepPCOHAIBHBIX JIaHHBIX
B OTHOLICHMH KaXIOrO0 M3 CYOBEKTOB II€PCOHAIBHBIX HAHHBIX, OCYIIECTBISIOTCS IIPH
HEMOCPE/ICTBEHHOM yYaCTHH YeJIOBeKa.

HenexiapupoBaHHble  BO3MOKHOCTH —  (DYHKIMOHATBHBIE  BO3MOXKHOCTH  CPEJICTB
BBIYHCIUTEIGHON TEXHUKH, HE OIMCAHHbIE WM HE COOTBETCTBYIOIIME OIMCAHHBIM B JIOKYMEHTAIIMH, [IPU
UCIOJIB30BaHUH KOTOPBIX BO3MOYKHO HapyllleHHe KOH(DUICHIMATBHOCTH, JIOCTYITHOCTH MM LEJIOCTHOCTH
obpabarteBaeMoii HHBOpPMALIHH.

HecaHKnMOHUPOBAHHBIH  Jd0CcTYN (HECAHKIMOHHPOBAHHbIE /IefiCTBHNA)—  JOCTYII
K HHpOpMaIMM WM JeHCTBUS ¢ HH(OpMalMel, Hapyllalolue NpaBWia pa3rpaHHYeHHs I0CTyIa
C HCMONB30BAHMEM INTATHBIX CPEACTB, IPEJOCTABISIEMbIX HH(MOPMAIMOHHBIMH  CHCTEMaMHU
NIEPCOHAIBHBIX JAHHBIX.

Hocuress unpopmammm — ¢Qusuyeckoe U0 WIM MaTepHaIbHBIA OOBEKT, B TOM YHCJIE
(pusnyeckoe rosne, B KOTOPOM HH(OpMALsI HAXOIUT CBOE OTPaXKEHHE B BHJIE CHMBOJIOB, 00pa30B, CUTHAJIOB,
TEXHHYECKHX PEIICHUH U MPOIIECCOB, KOMMYECTBEHHBIX XapaKTePUCTHK (PU3UYECKUX BEITHYHH.

O0e31HYNBAHHE NEPCOHAJBHBIX [aHHBIX — JCHCTBHUS, B pe3yJbTaTe KOTOPBIX
HEBO3MOXXHO OIIPEJEIUTh IMPHUHAIICKHOCTh INEPCOHATBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY
NEPCOHAIBHBIX JAHHBIX.

OO0paboTka nMepcoHAJBHBIX JAHHBIX — JEHCTBUS (ONEpalu) C NepCOHATBHBIMH JIAHHBIMH,
BKIIOYast cOOp, CHCTEMATH3allMIO, HAKOIUICHHWE, XpaHeHWe, yTOuHeHHe (OOHOBIICHHE, H3MEHEHHUE),
UCTIONIG30BaHKUE, pAClpoCTpaHeHHe (B TOM uHcle Iepeaady), oOe3nuuuBaHue, OIOKMpOBAHHUE,
YHHYTO)KEHHE MIEPCOHATBHBIX 1aHHBIX.

OO0mexocTynHble  MePCOHAJbHBbIE aHHbIE — [E€PCOHAIbHBIE  JaHHBIE,  JIOCTYII
HEOTPaHWYEHHOT0 Kpyra JIMI K KOTOPHIM HPEJOCTaBJIE€H C COrjacus CyOBbeKTa NEepCOHATbHBIX
JTAHHBIX WA Ha KOTOpbIE B COOTBETCTBUU C (peaepalbHBIMH 3aKOHAMU HE paclpoCTpaHseTCs
TpeboBanue coOM0IeHHS KOH(PHIEHIIMATBHOCTH.

Omneparop (MepCOHAJBHBIX JAHHBIX) — TOCYJAPCTBEHHBIH OpraH, MyHHLMITATbHBIA OpraH,
IOPHIMYECKOe WM (H3UYECKOe JIMIO, OpraHusyromee Hu (WIM) OCYLIECTBIsIOIee 00paboTKy
MEPCOHATBHBIX JIAHHBIX, @ TAKKe ONpEIE/IONMe LM U colepkaHue oOpaboTKH IEepCOHATBHBIX
JTaHHBIX.

Texuuveckne cpeacrsa HHGOPMANMOHHOH CHCTEMbI EPCOHAIBLHBIX JAHHBIX — CPE/ICTBA
BBIYMCIIMTE/IEHON TEXHUKH, HH(POPMAIMOHHO-BHMUCITUTEBHBIE KOMIUIEKCHI U CETH, CPE/ICTBA U CHCTEMBI
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[TIPABUTEJIbLCTBO CBEP]IJIOBCKOU OBJIACTH
MUHHCTEPCTBO COLMAIbHOM MOJHTHKH CBepUI0BCKO# 0671acTH
TAY “O6aacTHOli ueHTp peaduaIHTalHH HHBAJIHA0B”

Konuenuust uHGopMaHoHHOH 6€30MacHOCTH

WHdpopMaLHOHHBIE CHCTEMbI NEPCOHATLHDIX JAHHBIX

nepefauy, TpueMa M obpaborku IT/lH (cpencTBa ¥ CHCTCMBI 3BYKO3AIIMCH, 3BYKOYCHJICHHUS,
3ByKOBOCIIPOM3BE/IEHHSI, TICPETOBOPHBIC 1 TeJIeBM3UOHHBIE  YCTPOKMCTBA, CPeCTBA  M3TOTOBICHHA,
THPaKMPOBAHMS JIOKYMEHTOB M JIDYTHe TEXHUHIECKHC cpencTBa 00pabOTKM PeveBO, rpaiueckoi, BHICO
u OykBeHHO-IM(POBOH pH(OpMALHH), TPOrPaMMHbIE CPE/ICTBA (omeparMOHHbIE CHCTEMbL, CHCTEMBI
yhpasJieHus 6azamy JaHHbIX 1 T.I1.), CPeJICTBA 3AIIHMTEI HHOPMAITH, IPAMCHACMBIC B UH(pOPMAIMOHHBIX
cucTeMax.

MepexsaT (MHPOPMANNH) — HEIPABOMEPHOE MOy CHHE HHPOPMAIIHHU C MCIIOJIB30BAHHEM
TeXHHYECKOTO CPECTBA, OCYIIECTBIISIOWEro 00HapyKEH)E, PHEM H 00paboTKy HH(MOPMATUBHBIX
CHUTHAJIOB.

IlepcoHajbHble JaHHbIE — mobas uHGMOPMALKs, OTHOCAIIASCS K ONPEACICHHOMY HIH
onpezieieMoMy Ha OCHOBAHUH Takoi uHPOpMALUH HU3HIECKOMY JIHILY (cyOBeKTy mepCOHAIBHBIX
J@HHBIX), B TOM YHCIIE ero (aMuius, HMs, 0OTIECTBO, IO/, MECALL, aTa ¥ MECTO POJKIEHHS, aJIpec,
ceMeifHOe, COIMabHOE, UMYIIECTBEHHOE MOJIOKEHHUE, obpaszosasue, mpodeccust, 10X0bl, Apyras
nH(pOopMALIUS.

IoGounbIe 2IeKTPOMATHUTHBIE H3JTy4eHHsT H HABOIKH — 3JI€KTPOMAarHUTHBIE U3JIy4CHHS
TeXHHUYECKUX CpEACTB 00pabOTKH sanMInaeMoil MHGOpMaIKK, BO3HHMKAIOIINE KakK mo004YHOE
gBIIEHHE W BBI3BAHHBIE JIIEKTPUYECKMMM CHUTHAJIAMH, JIefCTBYIOIIUMH B HX OIIEKTPUYCCKHX
M MATHHTHBIX IEMSX, 4 TAKKe SIEeKTPOMArHUTHBIC HABOIKH STHX CHIHAIOB Ha TOKOIIPOBOIAIIINE
JIMHUAH, KOHCTPYKLMH U LeTH MU TaHUS.

IMoJMTHKA  «YMCTOr0  CTOJa» —  KOMIUIEKC — OpraHH3aliHOHHBIX MEpOIPHSTHIHA,
KOHTPOJMPYIOIIMX OTCYTCTBHE 3alAChIBAHUA Ha GyMakHble HOCHTENH KIo4YeH H aTpuOyTOB
pocTtyna (maposieit) ¥ XpaHeHHs X BOIM3U 00BEKTOB JOCTYIA.

Monb3oBaTeas MHPOPMAUMOHHOH  CHCTeMbI  MEPCOHAJILHBIX JAHHBIX —  JIMIO,
yyacTByiomee B (yHKIHOHMPOBaHHH uH(OPMAIMOHHON CHCTEMBI NEPCOHAIBHBIX JAHHBIX HIIH
MCTOJIB3YIONIEE Pe3y IbTaThI €€ (yHKIMOHUPOBAHHA.

[IpaBujia pasrpaHUYeHust 10CTyNa — COBOKYIHOCTE TIpaBuJI, perJaMeHTHPYIOIHNX 1paBa
j0CcTyIa cyOBEeKTOB J0CTYIIA K oOBeKTaM J10CcTyIa.

IIporpaMMHasi 3aKJIAAKA — KO NpOrpamMbl, TpeHAMEPEHHO BHECEHHBIH B IPOrpaMMy
¢ LENbI0 OCYLIECTBHTh YTEUKy, H3MCHHTb, 6710KHpOBaTh, YHAYTOXKUTH HHPOPMAIMIO HIIH
YHHYTOKMTH H MOAM(HIMPOBATE MPOrpaMMHOC obecrieueHre MH(OPMAIMOHHONW CHCTEMBI
TIepCOHANBHBIX JAHHBIX 1 (v) GIOKUPOBATH ANapaTHbIE CPECTBA.

IIporpammHoe (IPOrpaMMHO-MATEMATHYECKOE) BO3/1eiicTBHE — HECAHKIIMOHUPOBAHHOE
BO3/eiicTBHE Ha PECYpCHI ABTOMATH3UPOBAHHON MH(OPMAIMOHHOI CHCTEMBI, OCYIIECTBIACMOC
C UCIIOJIb30BAHHEM BPEIOHOCHBIX IIPOTPAMM.

PacKpbiTHE MNEPCOHAIBLHBIX JAHHBIX — YMBILIUICHHOC WIM ClydaiiHOe HapylleHHe
KOH(HIEHIMATBHOCTH IEPCOHATBHBIX TaHHBIX.

PacnpocTpaHeHHe MePCOHAIbHBIX JAHHBIX — JeHCTBUS, HANpaBJICHHBIE Ha Tepenady
[epCOHATBHBIX JaHHBIX ONPEIEICHHOMY KpyTy JIHI (mepenaua TEPCOHATBHBIX JAHHBIX) WM HA
03HAKOMJIHHE C [EPCOHATBHBIMH JAHHBIMH HEOTPAHMYCHHOrO Kpyra JMI, B TOM YHCIE
0GHApOJIOBAHHE EPCOHAIBHBIX JAHHBIX B CPEACTBAX MaccoBoil MH(pOpMaNKH, pasMEIICHHE
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TIPABUTEJILCTBO CBEP/IJIOBCKOM OBJIACTH
MHUHHCTEPCTBO COLMANTBbHON NoNMUTHKH CBepsIoBCKO#H 001acTH
T'AY “O6aacTHOMH HEeHTp peadHIHTALHH HHBAJHI0B”

Konnenuust HH(pOpMaLHOHHOH 0€30I1aCHOCTH

NudpopmanuoHHbIe CHCTEMbI IEPCOHAIbHBIX TAHHBIX

B MHPOPMAIMOHHO-TEIEKOMMYHUKAIlUOHHBIX ~ CETAX WM [pPEJOCTaBlICHHEe  JOCTyma
K NEpPCOHAIBHBIM JJAHHBIM KaKMM-TH00 HHBIM CIIOCOOOM.

Pecypc uH(pOpPMALIHMOHHOI CHCTeMBbI — UMEHOBAHHBIN 3JIEMEHT CUCTEMHOIO, ITPUKIIAJHOIO
WJIM annapatrHoro obecreyeHust QyHKIHOHUPOBAHUSA HH(OPMAIHOHHON CHCTEMBIL.

CnenmajibHble KATErOPHH IEPCOHAJIBHBIX JAHHBIX — IIE€PCOHAIbHBIE  JIAHHEIE,
KacaloIuecs: pacoBOM, HAIIMOHAIBHON MPHHAIEKHOCTH, TMOIMTHYECKUX B3IIIS/I0B, PEITUTHO3HBIX
wid QUIocopCeKux yOexKIeHHH, COCTOSIHUS 3710POBbS M HHTHMHOM JKH3HH CYObEKTa MEPCOHAIBHBIX
JTaHHBIX.

CpencrBa BBIMHCJIHTEIbHOH TEeXHHKH — COBOKYIIHOCTH IIPOIPAMMHBIX M TEXHHYECKHUX
37IEMEHTOB CHCTEM 00pabOTKU JIaHHBIX, CIIOCOOHBIX (DYHKIMOHMPOBATH CAMOCTOSATENBHO HIIH B COCTaBE
JIPYTUX CHCTEM.

Cy0bekT pocryna (cy0beKT)— JIMIO HIM IPOLECC, AEHCTBUS KOTOPOTO PEriaMeHTHPYIOTCS
NpaBHJIaMH pa3rpaHUYeHus JOCTyIa.

TexHuYecKHil KaHAJ YTeYKH HWHQOPMALMH — COBOKYIIHOCTH HOCHTENISl MH(pOpMarmu
(cpenctBa 00pabOTKH), (HHU3UYECKOH Cpebl PacpocTpaHeHus HH(POPMATHBHOIO CHTHATA M CPEJCTB,
KOTOPBIMH JIOOBIBAETCS 3allIaeMas HHOpMarus.

TpancrpaHH4YHasi MepeIayda MepcoHAIbHBIX JAHHBIX — [I€pe/lada MePCOHATbHBIX JAHHbBIX
omeparopoM uepe3 [ocynapcrtBeHHyro rpanuily Poccuiickoit ®@enepanuu Opraiy BJacTH
HHOCTPAHHOI'O rOCYIapCTBa, GU3nYecKOMY MM IOPHAXYECKOMY JIMIlY HHOCTPAHHOIO rOCy/1apCTBa.

Vrpo3bl 6€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTH YCIOBHH K (DaKTopos,
CO3/IAIOIIMX OIACHOCTh HECAHKIMOHMPOBAHHOIO, B TOM YHCJIE CIIy4alHOro, JOCTYNa K MEPCOHATBHBIM
JIAHHBIM, Pe3yJIETATOM KOTOPOrO MOJKET CTaTh YHMUTOXKCHHE, M3MEHEHHE, OJIOKMPOBAHUE, KOIMPOBAHHKE,
pacIpoCTpaHeHHe IMEPCOHATBHBIX JAHHBIX, @ TAKKe MHBIX HECAHKIIMOHMPOBAHHBIX ICHCTBHN IPH HX
00paboTke B HHHOPMALIHOHHON CHCTEME IIEPCOHATBHBIX TAHHBIX.

YHHYTOKEHHE MEePCOHATBHBIX JAHHBIX — JCHCTBUA, B pe3ysbTare KOTOPBIX HEBO3MOMKHO
BOCCTAHOBHTH COJIEPYKAHHE TEPCOHATBHBIX JAHHBIX B HH(QOPMAIOHHON CHUCTEME NEPCOHAIBHBIX JAHHBIX
HJIH B pe3yJIbTaTe KOTOPBIX YHHYTOKAOTCS. MaTepHalbHbIe HOCUTENIM NIEPCOHANIBHBIX TaHHBIX.

Vreuka (3ammmaeMoii) nHpopManuu Mo TEXHHYECKHM KaHAJAM — HEKOHTPOIMPYEeMOe
pacrpocTpaHenye MH(pOpPMAIH OT HOCHTENs 3alMInaeMoil MHbopMamy dYepe3 (U3HUECKYIO Cpey
JI0 TEXHHYECKOTO CPE/ICTBA, OCYLIECTRIISIOLIEro epexBaT HHHOpMAIUH.

Yupexaenne — 'BY CO «OGnacTHO# LEeHTp peabuIHTallii HHBAIUIOBY.

Vs3BuMocTh — Cl1ab0CTh B CPEACTBAX 3allIUTHL, KOTOPYIO MOXKHO HMCIIOJIB30BaTh Ul HApyLIEHUS
CHCTEMBI WK coZiepyKartieiicsi B Heil nH(pOpMaruH.

IlesocTHOCT, HHQOPMALMHU — CIIOCOOHOCTh CPEICTBA  BBIYUCIMTEILHONM TEXHHKH MM
ABTOMATU3UPOBAHHON CHCTEMBI 00eCTIeYMBaTh HEU3MEHHOCTh HH(OPMALIMH B YCIIOBUSIX CITy4aiHOro H/WIH
TIPETHAMEPEHHOT 0 HCKKEHUSI (pa3pyLLIECHHS).

OBO3HAYEHUA U COKPALIEHUS

ABC — aHTHBUPYCHBIE CPEICTBA
APM — aBTOMaTH3HpOBaHHOE pabouee MeCTo
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[TIPABUTEJIbCTBO CBEP/IJIOBCKOM OBJIACTH
MHUHHUCTEPCTBO COLMAILHOM MOTUTUKH Cpep/JI0BCKO# 06/1acTH
TAY “O6aacTHOl HeHTp peadHIHTAIHN HHBAJIHAOB”

Konuenuusi nHGopManHOHHO# (€30NacHOCTH

MHpopMaLHOHHBIE CHCTEMbI MePCOHATBHBIX 1aHHBIX

BTCC — BcriomMoraTe/bHbIe TEXHUIECKHE CPE/ICTBA M CHCTEMBL
VICII/T1 — mE(pOpMALMOHHAS CHCTEMA TIEPCOHATBHBIX JIAHHBIX
K3 — xoHTpo/Mpyemas 30Ha

JIBC — noxasnpHast BEIMUCIUTE/IbHAA CCTh

MD — MEXCETEBOH dKpaH

HC/I — HeCaHKIIMOHMPOBAHHBIH JI0CTYTI

OC — onepaloHHast cucTeMa

1/l — nepcoHaIbHbIE JaHHbBIC

[TMB — porpaMMHO-MaTeMaTHIECKOe BO3/ICHCTBUE

10 — nporpaMMHOE 00eCTIeYeHUE

IIMUH — 10604HbIE IEKTPOMATrHUATHBIE W3/Ty4eHHS 1 HABOKH
CA3 — cucreMa aHaIM3a 3allliIIEHHOCTH

C3M — cpe/cTBa 3aIUTHl HHPOPMALUH

C3II/1u —cucreMa (mojicKCTEMA) 3aIIUTHI EPCOHANBHBIX TIAHHBIX
COB — cuctema 0OHapyKEHHs BTOPKEHHH

TKYM — TexHMYeCKie KaHATbl YTeUKH MH(pOpMaLiH

VBII/IH — yrpo3bi 6e301acHOCTH NEPCOHATBHBIX TAHHBIX

BBEJIEHUE

Hacrosimas Konuemnus HHPOPMAIHOHHOH 6ezonacaoctu MICITJIH I'ocynapcTBEHHOrO
aBToHOMHOrO yupekaeHus «OO6IacTHOH LEHTP peabHIMTaluKl HHBAIUIOBY (Janee - llentp),
paspaGoTana B LleHTpe ¥ SBIACTCA o(HUIHATBHBIM JTOKYMEHTOM, B KOTOPOM ONPE/IEICHa cucTeMa
B3[UISI0B Ha obecredenre HHPOPMAHOHHOH 6e3zonacuoctH LlgHTpa.

HeobxoxuMocTh paspabotkn Komuenumu 00yCIOBICHA CTPEMUTEILHLIM pacuIpeHrueM
cepsl TIPUMEHEHHMsT HOBEHIIMX uH(OPMAIMOHHBIX TEXHOJIOTHH W MPOIECCOB B [lenTpe, npu
ob6paboTke HH(pOpMAIUH B00OIIE, ¥ IIEPCOHATBHBIX TaHHBIX B YaCTHOCTH.

Hacrosiuas KOs ONpe/ieNsieT OCHOBHBIE Le/H H 3a/atH, a TaloKe OOIIYIO CTPATEruio
IOCTPOEHHUs. CHCTEMBI 3AIIUThHI EPCOHATBHBIX nanssx (C3I1J1) Llentpa. Konuenmus onmpeae/acT
OCHOBHbIe TpeOoBaHHs M 0a30BbIC MOAXOIBI K MX peanu3aiy, Ui JOCTHKEHHUS TpedyeMoro
ypoBHS 6€30MaCHOCTH HH(OPMALIH.

Konmenmust pa3paGoTaHa B COOTBETCTBHM C CHCTEMHBIM MOIXOJ0M K OOeCHeueHUIO
HHPOPMALHOHHOH Oe30macHOCTH. CHCTEMHBIH TOIXOJ IIpEAIoaraeT MPOBEICHUE KOMILICKCA
MEepONPUSATHH, BKIIOYAIOMIHX HCCIC0BAHUE YIPO3 HH(POPMALHOHHON OE30IaCHOCTH I pa3paboTKy
crcrems! 3amuThl [1JIH, ¢ MO3UIMK KOMIIICKCHOTO IPHMCEHCHH TEXHUYECKHUX U OpraHU3alliOHHBIX
Mep U CPEeCTB 3aLUTHL.

[Tox uHGOPMALHOHHON 5e30MacHOCTHIO [1/lH MOHMMAETCs 3alUIIEHHOCTh MEPCOHATLHBIX
JAHHBIX ¥ OOpabaThiBaromIell X WHOPACTPYKType OT JIOOBIX CIyYaifHBIX MJIM 3JIOHAMEPEHHBIX
BO3/ICHCTBHMH, Pe3yTbTATOM KOTOPBIX MOXET SBHTBCA HAHECCHHC ymep6a camoit uHpOpMAaIuH,
ee Bragenbuam (cyobexkram I1J{H) nim uHppacTpyKType. 3axaun HH(OPMALIMOHHOH 0e301MacHOCTH
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[IPABUTEJILCTBO CBEP)IJTOBCKOV[ OBJIACTH
MHHHCTEPCTBO COLMAIbHON MOJIUTHKH CBep/1yI0BCKOM 0671aCTH
TAY “O6aacTHOl HeHTP peabHIHTANHH HHBAJIHAOB”

Konnenuust HHGOpMALHOHHOH 0e30NMacHOCTH

I/Imbopmaunonnble CHCTEMbI nepconanbﬂux JaHHBbIX

CBOJATCS K MHHMMHU3AIHH yiepoa ot BO3MOYKHOM peau3aliy yrpo3 6e30MacHoCTH [1]1H, a TaKxKe
K TIPOTHO3MPOBAHKIO U TIPENOTBPAIICHHAIO TAKUX BO3/ICHCTBHIL.

KOHIeNIMs  CIyXHT  OCHOBOH  JUIs pa3paboTKKM ~ KOMILIEKCa OpraHU3alMOHHBIX
M TEXHWYECKHX Mep M0 00ecrneyeHHuIo HH(OPMALOHHOH 0e30MacHOCTH IlenTpa, a TaKxke
HOPMAaTUBHBIX ~ M METOAUHCCKUX JIOKyMEHTOB, ~ OOecreduBaromux €€ peanu3anuo,
W He IpeanojaracT MOAMCHBI (yHKIMH TOCYJapCTBEHHBIX OpPraHoB  BIACTH Poccuiickoi
depiepany, OTBEYAIOIIMX 32 obecrieueHre 0€30MacHOCTH HH(OPMAIMOHHBIX TEXHOJIOTHI
1 3amuTy HHGOpPMAIHH.

KOHLEeNIMS ABISETCS METOI0OTHYECKOH OCHOBOM JUIS:

- (opmMupoBaHUS U MPOBEACHHUA eMHON TONHTHKM B 007aCTH 00eCHeyeHUs 6esonacuocty [1]1H
B UCII/In LlenTpa;

- NpHHSTHS YIPaBICHIECKUX pemenuii ¥ pa3pabOTKH MPAKTHYECKUX MEP [0 BOIUIOIIEHHUIO
monuTukE GesomacHoctd IIJJH M BBIPAOOTKH KOMILICKCA COrJIACOBAHHBIX Me€p HOPMAaTHBHO-
TIPaBOBOTO, TEXHOJIOTHYECKOro H OpraHu3alHOHHO-TEXHHYECKOTO XapaKTepd, HAIpaBJICHHBIX Ha
BBISBIICHHE, OTPAKEHUE U JIMKBUAIALHIO IIOC/IeICTBHI peali3aliy pa3InyHbIX BUIOB yIpo3 [11H;

- KOOPJMHALIMH JIEATENbHOCTH CTPYKTYPHBIX nonpaszeseHuit llenTpa Npu NpOBEACHUH paboT 1o
Pa3BUTHIO M OKCILTyaTallnH WCIIJIH ¢ coOmoaeHneM TpeGoBaHMi OOeCTIeUeHUs 0e30MacHOCTH
I11H;

- pa3pabOTKH NPEUIOKEHUH 110 COBEpUIEHCTBOBAHUIO [PABOBOTO, HOPMATHBHOTO, METO/IHUECKOTO,
TeXHHUYECKOro ¥ OpraHu3aliOHHOr0 obecneyenus 6ezonacuoctu 110 B UCII/Iu Lentpa.

OGmacTs npuMeHenns: KOHIENMH pacipoCTpaHseTCs Ha BCE CTPYKTYpPHbIE MMOAPa3ACICHUS
[leHTpa, SKCILTyaTHPYIOIIME TEXHHUCCKHE H IporpaMMHbBIE CPEJICTBA UCTI/{H, B KOTOpPBIX
OCYIIECTBIISETCS ~ ABTOMATH3HPOBAHHAT obpaGorka IIJln, a TaKke Ha nopa3/ieeH s,
OCYIIECTBIISIONHE  COTMPOBOKICHHAE, oGcnykuBaHMe M oDecreueHue HOPMaJIBHOTO
yHKIMOHUPOBAHHUS UCTI/H.

[IpaBoBoii Gasoit I pa3paGoTKH  HACTOSIICH KoHnenuuu cayxar TpeOoBaHHs
neficTByronmx B Poccuu 3aKOHOZATEIBHBIX H HOPMATHBHBEIX JIOKYMEHTOB IO 00ecIeueHHIo
6e30MacHOCTH IMePCOHAIBHBIX JTIaHHbIX (TTH).

OBIIHE ITOJIOKEHUS

Hacrosimas KOHIEIIHs OnpeeNseT OCHOBHBIC LU 1 3a1a4H, a Tax)Ke OONIyI0 CTpATeruIo
[OCTPOEHHs. CHCTEMBI 3alIMTBI IEPCOHATBHBIX nanpueix (C3I10n) Llentpa, B COOTBETCTBHH
¢ ucronszyemoit MCIT/{n. Konuenuus onpeaesicet OCHOBHbIE TpeOOBaHMs W 0a30BbIE MOJXO/bI
x pearmzaruu C3I1TH, 1S JOCTHIKEHUA TpebyeMoro ypoBHs 6e30MacHOCTH uH(pOpMAaLKH.

C3I1/la nperncrasiseT COOOH  COBOKYIHOCT OpPraHM3alMOHHBIX U TEXHHYCCKHX
MEpOIPUATHH JUISL 3aIIAThI [1JlH OoT HempaBOMEPHOro WIH CIyyallHOTO JOCTymna K HHM,
VHUYTOXKEHUSI, H3MEHECHHUS, GII0KUPOBAHHUSI, KOMMPOBAHHUS, PaCIpOCTpaHCHI [1]IH, a TaxKe HWHBIX
HEIPaBOMEPHBIX JIeHCTBHM C HUMH.

BezonacHOCTh nepCOHAIbHBIX JTAHHBIX JIOCTUTAETCS yTeM UCKJTFOUEHUS
HeCaHKIMOHMPOBAHHOTO, B TOM HHCIE clyyaifHOro, AOCTYNa K TEPCOHANBHBIM - JAHHBIM,
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[IPABUTEJILCTBO CBEP/JIOBCKOM OBJIACTH
MUHHCTEPCTBO COLMATbHON monuTHkH CBEpUIOBCKOM obsiacTu
TAY “O61acTHOI HEHTp PeaduIHTAIHE HHBAJINA0B”

Konnenuust HHGOpMANHOHHOK 0€30MaCHOCTH

‘ I/Iﬂq)OpMaHHOHHble CHCTEMBbI NEPCOHATbHBIX JAHHbIX

pe3y/bTaTOM KOTOPOrO MOXKET CTaTh YHWYTOXCHHE, M3MEHEHHC, OJI0KUpOBaHHUE, KONUPOBAHHME,
pacnpocTpaHeHHe MEPCOHATBHBIX TAHHBIX, a TAKKE HHBIX HECAHKIMOHMPOBAHHBIX NEHCTBUIA.

CTpykTypa, COCTaB U OCHOBHBIC dynxmuu C3II/[H ompenensioTes MCXOIi W3 Kiacca
WCI[la. C3IIJln BKIOYACT OPraHHW3ALMOHHbIC MEPBl M  TEXHHHCCKHC CpelcTBa 3alMThI
uHpopmanuu (B TOM UMCIE Q) poBabHBIE (xkpurnrorpadpHdecKue) CpeAcTBa, CPEACTBA
NpeNOTBPAIEHNs HECAHKIMOHHPOBAHHOIO J0CTYyNa, yTEHUKH MHPOPMALMH 110 TEXHHYCCKHM
KaHaIaM, IIPOrPAMMHO-TEXHHUECKMX BO3/CHCTBUH Ha TEXHHHYECKUE CPEIACTBA obpabotku I1]1H),
a TaKoKe HCTIONIb3yeMble B MHQOPMALHOHHO# chcTeMe HHPOPMAIHOHHBIC TEXHOJIOTHH.

DTH Mepbl IPH3BaHbl 00ECTICYUT!

- KOH(HICHIHATBHOCTH HH(OpMALMH (3al1HTa OT HECAHKIMOHUPOBAHHOTO 03HAKOMJICHHUS);

- menocTHOCTh — WHpOpMAIMH  (AKTyalbHOCTB M HENPOTHBOPEYMBOCTDH uH(opMaLuH,
ee 3aIUIIEHHOCTH OT pa3pyIleHUs U HECAHKIIHOHUPOBAHHOI'O U3MEHEHHS);

- mocTynHoCTs HMHQOpMAIHH (BO3MOXXHOCTh 32 MpHEMJIEMOE BpPEMs IMOTYHHTH TpebyeMyo
HH(OPMALKOHHYIO YCIIYTY).

Cramuu co3aanus C3I1/IH BKIIOYAIOT:

- TIpeANpOeKTHas CTajusl, BKIIOYAKOIIAs MPEINPOCKTHOE o6cnenoBanne VICII/IH, paspaboTKy
TEeXHHYECKOTO (4aCTH TEXHMYECKOr0) 3a/1aHus Ha €€ CO3/1aHue;

- cragus TpPOEKTHpOBaHHS (pa3paboTKH npoektoB) u peamasanun VICIT/(H, BKmodaromas
pazpabotky C3I1/Tu B cocrae NCII/TH;

- cranug BBoza B aeifctBue C3I1/IH, BKIOYAOIIAS ONBITHYO SKCILTyaTalluio 1 IPUEMO-CAaTOYHbIC
JMCTIBITAHHS CPEJICTB 3alUThl HH(OPMALHH, @ TAKKE OLCHKY COOTBETCTBHS UCTI/Iz TpebGoBaHusIM
6e30macHOCTH HH(POPMAIHH.

OpraHu3alMOHHBIe MEPBI MPELYCMATPHBAKOT CO3AAHHE H TOJUIEPIKAHHC npaBoBoOii Oa3sbl
6esomacuoctd 1/l u pa3paboTKy (BBeIeHHE B neiicTBHE), MpeLyCMOTPeHHBIX [lonmTHKOM
MH(OPMALHOHHOH 0e30IacHOCTH UCIIJIH, creayomuX OpraHu3alOHHO-PacoPSIHTEIBHBIX
JIOKyMEHTOB:

- [UTaH MEPONPHATHI 110 00SCTICUCHHIO 3AIUTEI I1JT1 npu ux o6paborke B UCII/IH;

- [JIaH MEPONPHUATHIA [0 KOHTPOJIKO 00SCIICYCHHUS 3aLHTEI IT18;

- IOPSIIOK Pe3ePBUPOBAHUS K BOCCTAHOBIICHUA paborocnocobrocT TC 1 10, 6a3 TaHHBIX U C3U;

- JIOJDKHOCTHAs HMHCTPYKLHS aIMHHHCTparopa 0e30macHOCTH UCII[Ia B yactH oOeCreyeHHs
6esomacuoctu [1J1H npu ux o6padotke B UCII/TH;

- JIOJDKHOCTHAS HHCTPYKIHS IOJIb30BATE/IA (omeparopa) WCIIJla B yacTu obecreucHHs
6esomacuoctr 111 npu ux odpaborke B UCIITH;

- MHCTPYKIIHMS Ha CJIy4ail BOBHUKHOBEHUA BHEIITATHOH CUTYaIlHH;

- PeKOMEHIALI|H TI0 HCTIOMb30BaHMIO MPOrPAMMHBIX U alNapaTHBIX CPeICTB 3aiMThl HHGOPMALIUH.

TexHHUECKHE MepbI 3aIUTHl PEATH3YIOTCs IIPU TOMOIIM COOTBETCTBYIOUIHX IPOrPaMMHO-
TEeXHHYECKHUX CPEJCTB U METOJIOB 3aLUTHI.

[lepeyeHb HEOOXOMMMBIX MEp 3aIIUThI uH(GOpMAILMK OIpPEJENAeTCss MO pe3ylbTaraMm
BHYTpEHHE# TPOBEPKH 0€30I1aCHOCTH UCII/In YapexaeHus.
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ITPABUTEJIbCTBO CBEP/IJIOBCKOU OBJIACTH
MuHucTepeTBO COLMANBLHOMN MONHTHKH CaepanoBckoii 061acTH
I'AY “Ob6aacTHOl HeHTP peabuINTAUNE HHBAIWIOB”

Konnenuus undpopmannonnoii 6ezonacuoctu

I/In(l)opmaunmmble CHCTEMbI IEPCOHAJIbHBIX JAHHBIX

3AJIAYM C3IIH

Ocuosrolt nensto C3I1JIH sBISeTCS MHHHMH3AIAS ymepba OT BO3MOJKHOM pearH3aiuu
yrpo3s 6e3onacuoctu I1/TH.

it MOCTHIKEHHS OCHOBHOM €M CHCTeMa Oe30MacHOCTH ITIa WCIIJs pomxua
obecnieunBaTh 3 heKTUBHOE peleHne CIEAYIOIIMX 3a1ay:
- STy OT BMEIIATENbCTBA B mpouecc (ynkuuonuposanus HWCIIIx IIOCTOPOHHHUX JIMIL
(BosMoxHOCTh  HMcmonb3oBanus AC u jocTym Kk ee pecypcaM  JIOJDKHBI HMETh  TOJBKO
3aperuCTPUPOBAHHBIC YCTAHOBIICHHBIM IIOPSAKOM I10JIb30BATEIH);
- PasTpaHHuCHHE JOCTyIa 3apErHCTPHPOBAHHBIX IONB30BATENEH K aNIMapaTHbIM, IPOrPaMMHBIM
H HHpOopMamMoHHEIM pecypcam MCII/IH (BO3MOKHOCTE J0CTynIa TOJBKO K TeM pecypcam
1 BBITIOJIHEHHUA TOJIKO TEX ONEPaLi ¢ HUIMH, KOTOPbIE HEOOXOAMMBI KOHKPETHBIM [101b30BATEISIM
UCIIJTH  nmns  BBINONHEHHS  CBOUX CIy’)KeOHBIX  00si3aHHOCTEH), TO  ecTh 3alUTy
OT HECAaHKIIHOHUPOBAHHOTO JI0CTYIIA:

a) k uEdpopManuH, uupkynupyromeit B UCIT/Tx;
0) cpencrBam BerancuTeBHON TexHuKH UCTT/TH;

B) allapaTHBIM, NPOTPAMMHBIM M KPHITOrpaQMIecKUM CpeACTBAM 3alIUTHL, HCIIOJIB3YEMBIM
B UCIIH;

- PETHCTPAlKIO IEHCTBHI I0JIb30BaTeNeil [PH HCMOJIB30BAHHH 3AlHINACMBIX pecypcoB UCTI/In
B CHCTCMHBIX JKypHaJIaX M INEPHOAHYECKMH KOHTPOJIb KOPPEKTHOCTH IEHCTBHH IOJb30BATE/CH
CHCTEMBI ITyTEM aHAIIM3a COAEPIKUMOTO ITHX )KYPHAJIOB;

- KOHTPOJIb LEJIOCTHOCTH (OOecrieyeHHe HEH3MEHHOCTH) CPeXbl HCIOMHEHHS OporpaMM H ee
BOCCTQHOBJIEHHE B Clly4yae HapyIICHHS;

- 3allATYy OT HECAHKIMOHHPOBAHHOH MOAMQMKAIMU H KOHTPOJIb LEJIOCTHOCTH UCIIOJIb3YEMBIX
B MCIIJIHn mporpaMMHBIX  CpeicTB, a  Takke 3alIMTY  CHCTEMBI OT  BHEJAPEHHs
HECaHKI[MOHUPOBAHHBIX IIPOrPaMM;

- 3amuTy IIJ[H OT yTeYKkH Mo TeXHHYeCKHM KaHaiaM npu ee 00paboTKe, XpaHeHHH W Tlepeade
I10 KaHaJlaM CBSI3H;

- sammrty [IJIH, XpaHumo#, oO6pabaTtbiBaemoll u IICpe/laBaeMoOl 110  KaHajlaM CBS3H,
OT HECAHKIMOHUPOBAHHOIO PA3IyIallleHUs] I HCKAXKCHHUS,

- obecrieueHHe IKHBYYECTH KPHNTOrpadHuecKux CPEICTB  3alIUTBl HMHOOPMALMH  TIpH
KOMIIPOMETALUH YaCTH KITIOYEBOM CHCTEMBI;

- CBOCBPEMEHHOE BBIIBJICHHE HMCTOYHMKOB Yrpo3 GesomacHoctd I1JlH, npuumn u YCJIOBUI,
CIOCOOCTBYIOUIMX HAHECEHHIO yinepba cyObeKTam IIJTH, cosnmaHme MexaHW3Ma OIEPATHBHOrO
PearnpoBaHus Ha yrpo3sl besonacHocTy ITJIH U HeraTHBHbIE TeHEHIHH;

- CO3J1aHHE€ YCJIOBHH JJIsi MMHUMM3ALHHA M JIOKATH3ALHH HAHOCHMOTO yuiepba HenpaBOMEpHLIMH
ACHCTBHAMH (PU3UYECKHX M IOPHIMYECKHX JIHII, OCIA0IeHHe HEraTHBHOTO BINSHUS 1 JIMKBHUIAIUS
NOC/IeICTBUH HapyIeHus 6e3onacuoctu I1/[H.
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ITPABUTEJIbLCTBO CBEP/IJIOBCKOM OBJIACTU
MHUHHCTEPCTBO coLMalIbHOM MONUTHKM CBEPUTOBCKO# 001aCTH
I'AY “O6sacTHOii HeHTp peadMIHTANNH HHBAJIHIOB”

Konuenuusi nudopmanmonnoii 6esonacHoctu

WS HNudopmanHoHHbIe CHCTEMBI EPCOHATBHBIX JAHHBIX

OBBEKTHI 3ALIUTHI

B IleHTpe mOCTOSHHO NPOM3BOAUTCS 00pPabOTKA MEPCOHANBHBIX JAHHBIX OOBEKTOB
(pabOTHUKM M KJIMEHTHI) B HH(pOPMALMOHHOH cHcTeMe 0OpaboTKH IIEPCOHAIBHBIX JAHHBIX
(UCT1Tn). Ucnonesyemas B Llentpe UCII/In onpenensiercs Ha ocHoBanu# OTYETa 110 pe3yibraTtam
BHYTPEHHEHN IIPOBEPKHU.

IIEPEYEHb OB BEKTOB 3ALIUTHI

OGbeKxTaMu 3aluThl ABISIOTCS — HHbOpMarws, obpadareBaemas B UCITJIH, Texuuueckue
cpenctsa ee oOpabOTKM M 3aumThL. [lepeueHb IEpCOHANBHBIX MAHHEIX, MOICHKALIHE 3allHTe,
onpezesneH B [lepeyne nepconanbHBIX JaHHBIX, MTOUIeKamuX 3amute B UCIT/IH.

OO6beKTaMu 3alUThI ABJISIOTCS:

1) O6pabarsiBacmast uHGOpMAaIHSL.

2) Texnonoruyeckas uHMOpMAIHs.

3) IlporpaMMHO-TEeXHUYECKHE CPECTBA 0OPaGOTKH.

4) Cpencrsa 3awuthl [1/]H.

5) Kanaser nHOpMANHOHHOTO 0OMEHA U TeTeKOMMYHHKALIHH.

6) OOBeKThI U IIOMEIIEHHS, B KOTOPBIX pasmelnensl kommosenTs MCIT/TH.

KIITACCHO®UKAIMS ITOJB30OBATEJEN UCI/IH

[TonbsoBarenem MCII[ln  sBiasercss Jmumo, yyacTByiomee B (GYHKIMOHHPOBAHUH
HHGOPMALHOHHON ~ CHCTEMBI ~ MEPCOHATIBHBIX JAHHBIX MIH  HCIOJIB3YIOLIEE pe3yJIbTaThI
ee ¢pynkunonuposanus. ITonssosarenem VCII/In sBasetcs moGoii paGoOTHHK LlenTpa, umeromnmit
noctyn k MCTI/TH 1 ee pecypcam B COOTBETCTBHH C YCTAHOBJIEHHBIM MOPSIKOM U B COOTBETCTBUHU
¢ ero (yHKIIMOHAIBHBIMH 00SI3aHHOCTSIMH.

Hons3osarenu UCII/In nensrcst Ha IBe OCHOBHbIE KATETOPHH:

Anmunncrparop Gesonackoctu UCII/IH - pabotauk [{enTpa umm cTopouHeit OpraHu3alliH,
KOTOPBIH 32HUMAETCsl HACTPOMKON, BHEIPEHHEM M CONPOBOMKICHHEM CHCTEMBI. AJIMUHHCTPATOP
6esonacroctu CIT/Tn o6nagaeT cieayromum ypoBHEM JOCTYIIA:

- obnazaer MONHOW MH(pOpMAlHMell O CHCTEMHOM M HNPHKJIATHOM MPOrPAMMHOM OGECIeUEeHHH
UCIITTx;

- obnazaet nonHoM HHGOpMaNUelt 0 TEXHUYECKUX CPEICTBAX H xoHuryparuu UCIT/]x;

- MIMECT JOCTYII KO BCEM TEXHHUYECKUM cpezicTBaM 00paboTky nHbopmanuu u ganasM UCITJTx;
o0najaer mpasamMu KOH(GUIYPHPOBAHHMS W aIMUHHCTPATHBHOM HACTDPOMKH TEXHUYECKHX CpelCcTB
UCIITx.

- obmazaet undopmanuei 06 aIropuTMax U IporpaMmax 06paGoTKH uHdopmarmu B UCTI/Tx;

- obnagaeT  BO3MOXHOCTSAMH  yCTPAaHEHHsS BHECEHHBIX  OIIMOOK, HEJIEKJIapUPOBAHHBIX
BO3MOXXHOCTEH, MPOrPaAMMHBIX 3aKJIa/I0K, BPEJIOHOCHBIX NPOrPaMM B IIPOrpPaMMHOE 0GecIeueH e
WUCII/1n va cranuu ee pa3paGoOTKH, BHEAPEHHS M CONPOBOYKICHHS;

- MOXET pacnojarars JiroObiMHu (pparMenTamMu uHGopMarmu o Tonosorud UCIT/(H u TeXHHYECKHX
cpezactBax obpabotku u 3ammTsl [1/1H, o6pabarsiBaembrx B CIT/TH.
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ITPABUTEJIbCTBO CBEP/IJIOBCKOU OBJIACTU
MuHHCTEpPCTBO coLMaabHON noauTHKH CBepaoBCKoH 001acTu
T'AY “Ob6aacTHOMH HeHTp peadHJIHTAIHH HHBAJIHI0B”

Konuenuus HHpopmManuoHHO#H 0€30MaCHOCTH

HHd)OpMaIIHOHHble CHCTEMbI NIEPCOHAJIBHBIX TaHHBIX

Onepatop UCII[In - paGotHuk mnonpaznencHuss lleHTpa ydacTByrOmHii B mporecce
skcruryaranuu UCITIn. Oneparop UCII/IH obnagaer cieayiomuM ypoBHEM JI0CTYyIA:

- obnaaeT BceMH HEOOXOMUMBIMHU aTpulyTamMu (Harmpumep, napojem), 00ecrneynBaroIIUMHU JOCTYII
K HeKoTopoMy noaMHoxecTBy [1/1H;
- pacnonaraet KOH(UICHIUATbHBIMHU JJaHHBIMH, K KOTOPBIM UMEET JOCTYII.

Kareropuu mnonb3oBaTeneif, B 00s£3aTeIbHOM = IOpPSIKE, MODKHBI OBITH OIpe/IesieHbl
u yureHbl g ucrnonbdyeMoit B Llentpe MCII/la. Taxke n0/KHO OBITH YTOYHEHO pasjielieHue
pabOTHUKOB BHYTPU KaTeropuif, B COOTBETCTBHH C THIIAMU IOJIb30BAaTEICH OIpe/IeleHHBIMU
B [losmuTrke HHGOPMAITMOHHOM G€30MaCHOCTH.

Bce BbIBIEHHBIE TpyNmbl IOJIb30BaTeled oTpaxarorcs B Oryere 1o pesysibraraMm
BHyTpeHHeH mnpoBepku. Ha ocHoBanuum Ortyera ompeessitoTCsl IpaBa JOCTyNa K 3JeMEHTaM
WUCII[n mis Bcex rpymnm Iosb3oBaTened u orpaxkatorcss B Marpune noctyna B Ilonoxkenun
0 pa3rpaHWYEHHUH IIpaB JIOCTYyIa K 00pabaThiBaeMbIM MIEPCOHAIBHBIM JaHHBIM.

OCHOBHBIE ITPHHIUIIBI ITOCTPOEHUSL
CUCTEMbI KOMINVIEKCHOU 3AIIUTBI HTH®OPMAIIUN

[Toctpoenne cucremer obecnedyenus OezomacHoctu [I[Iln MCII[Ia Ilentpa u ee
(YHKIMOHMPOBAHHE JO/DKHBI OCYIIECTBISTHCS B COOTBETCTBHH CO CIEAYIOUUMH OCHOBHBIMH
MIPUHLIAIIAMH
- 3aKOHHOCTB;

- CHCTEMHOCTb;

- KOMIUIEKCHOCTb;

- HEIIPEPBIBHOCTD;

- CBOEBPEMEHHOCTD;

- IPEEMCTBEHHOCTh M HENPEPBIBHOCTH COBEPIICHCTBOBAHHUS;
- IEPCOHATIbHAS OTBETCTBEHHOCTB;

- MUHUMM3AIHS TOJTHOMOYHU;

- B3aMMOJICHCTBHE U COTPYAHUYECTBO;

- THOKOCTh CHCTEMBI 3alIUTHI;

- OTKPBITOCTH AITOPUTMOB U MEXAHU3MOB 3aIUTHI;

- IPOCTOTA IPUMEHEHHSI CPE/ICTB 3ALIUTHL;

- Hay4yHass 000CHOBAHHOCTh M TEXHHUYECKAs pealu3yeMOCTh;
- CIIeIHATH3aIHs ¥ po(ecCHOHATU3M;

- 00513aTeIbHOCTH KOHTPOJIS.

3aKOHHOCTD

IIpennonaraer ocyImecTBICHHE 3aIlUTHBIX MeponpuaTHii U paspaborky C3I1/{a B Llentpe
B COOTBETCTBHH C JECHCTBYIONIMM 3aKOHOJATEIbCTBOM B oOmacté 3ammtel [IJ[H u apyrux
HOPMAaTUBHBIX aKTOB 110 0€30MacHOCTH MH(OpPMAIHK, YTBEPXKICHHBIX OpraHaM# roCyIapCTBEHHON
BJIACTH M yTIPaBJICHHS B IIPEJIe/IaX UX KOMIIETECHIIUY.
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[TPABUTEJIbCTBO CBEPJIJIOBCKOM OBJIACTH
MuUHHCTEPCTBO cCoLMaIbHON MONMUTHKH CBEpLIOBCKOM 061acTH
I'AY “O61acTHOli HeHTP peadHIHTANHH HHBAJIHI0B”

Konuenuusi uHpopmManuoHHoii 6e30acHOCTH

HNudopmanHoHHbIE CHCTEMBI MEPCOHAIbHBIX JAHHBIX

[lonp3oBarenn u o6cnyxkuBaromuii mepconan IIlu WCIT[In IlenTpa m0MKHBI ObITH
OCBEZIOMJICHBI O MOpsAKe paboThl ¢ 3amumiaeMoi HH(popMmaiued U 00 OTBETCTBEHHOCTH
3a HapyleHHue pexumMa obdecrieuenus 6e3onacuoctd [1/1H.

CucreMHOCTH

Cucremubiit moxxox x moctpoenuto C3I[1[I B LlenTpe mnpeamonaraeT yder Bcex
B3aUMOCBSA3aHHBIX, B3aHMOJCHCTBYIOIIMX M HM3MEHSIOIIMXCS BO BPEMEHH 3JIEMEHTOB, YCJIOBHIi
u (aKkToOpOB, CyIIECTBEHHO 3HAYMMBIX JUIS IIOHHMAHHS M pPELICHHs NpoOIeMbl oOecredeHus
6esonacroctu [1/1n UCIT/Tx enTpa.

IIpu co3nanuu CHCTEMBI 3alIUThI IOJDKHBI YUHTHIBATECS BCE cliabble U Haubolee YA3BHMBIC
mecta cuctemsl obpabotku I1/[H, a Takke XapakTep, BO3MOXHbIE OOBEKTHI M HATpPaBICHHS aTak
Ha CHCTEMY CO CTOPOHBI MOTEHIHAIBHBIX HAPYLIUTENEH U 0COOCHHO BBHICOKOKBATU(DUIIMPOBAHHBIX
3JI0yMBIIIICHHUKOB, IIYTH NMPOHUKHOBEHHS B pacnpesenennble cuctembl 1 HCJI k undopmarmu.
Cucrema 3amMTBl JOJDKHA CTPOMTBCS C YYETOM HE TONBKO BCEX M3BECTHBIX KAHAJIOB
nporukHoBeHHs 1 HCJI x nH(popMaluy, HO M ¢ yYeTOM BO3MOXKHOCTH MOSBJICHHS MPHHIMITHAILHO
HOBBIX IYTEH peayiM3anuu yrpo3 6€30macHOCTH.

KommiekcHocetnb

KommiekcHoe MCIONb30BaHHE METONOB M CPEJCTB 3ALIUTHI MPE/NONAraeT COrIACOBAHHOE
NPHMEHEHHE PA3HOPOJHBIX CPEJACTB MPH IOCTPOGHHH ILEJIOCTHOM CHCTEMBbI  3allHTBHL
TNEPEKPHIBAIOLICH BCE CYIIECTBCHHBIE (3HAYMMBbIE) KaHAIBI PeallH3alliid YIPo3 U He CoAepsKaleil
c1abbIX MECT Ha CTHIKAX OTAEJIBbHBIX €€ KOMIIOHEHTOB.

3amuTa J0/DKHA CTPOMTBCS JNIETOHHPOBAHO. Jisi KaXKIOro KaHala yTedkd HH(pOPMALUH
M JUISL KQXKIO0H Yrpo3bl 0€30MacHOCTH JO/DKHO CYIIECTBOBAaTH HECKOJIBKO 3alMTHBIX pyOekeii.
Cospanne 3aUMTHBIX pyOexel OCYIIECTBISETCS C y4eTOM TOrO, YTOOBI JUIS HX IIPEOIOTCHHS
NOTCHIHAIBHOMY 3JI0YMBIIIJIEHHUKY TpeOOBaIHCh NMPO(eCCHOHANIBHBIE HABLIKM B HECKOJBKHX
HEB3aMMOCBSA3aHHBIX 001aCTsIX.

Bremnss 3alMTa JIOJDKHA obecreyuBaThCs bu3ndecKuMu CpeaCTBAMH,
OpraHM3alMOHHBIMM M TPaBOBBIMH Mepamu. OnnuM H3 Haubolee YKpeIUICHHBIX pybOexeit
NpU3BaHbl OBITH CpeICTBA KPHNTOrpapHUYECKOl 3allMTHI, pPEealTH30BaHHBIE C HCIIOJIB30BAHHEM
texHonoruu VPN. Tlpuknanno#f ypoBeHb 3aIIMTHI, YYHUTBHIBAIOIIMH OCOGEHHOCTH IPEIMETHOM
obnacTH, npecTaBlIseT BHYTPEHHHI pyOeK 3aluThI.

HenpepbiBHocTs 3ammrel ITH

3ammra [I/lH — He pa3soBoe MEpONpHSTHE M HE HPOCTAss COBOKYIHOCTH IPOBEICHHBIX
MEPONPHATHI W YCTAHOBJICHHBIX CPE/ICTB 3alllUTHI, @ HENPEPBIBHEIA L€IeHANPABIIEHHbIH IpoIece,
TpeoJaralolui MPHHATHE COOTBETCTBYIOMIMX Mep Ha BCeX dTamnax sku3HeHHoro nukia MCIT .

WCTI/Ta n0o/mKHBI HaXOAUThCSA B 3aLUIEHHOM COCTOSHHH Ha IPOTSHKEHUH BCErO BPEMEHHM
UX (QYHKIHOHMPOBaHHA. B COOTBETCTBHH C 3THM NPHUHIMIOM IOJIKHBI IPUHUMATECS. MEpbI
1o Hepomymernuro nepexona MCII/IH B He3amMIEHHOE COCTOSIHHE.
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TIPABUTEJILCTBO CBEP/IJIOBCKOMW OBJIACTU
MUHHCTEPCTBO COLMAIbHOM MONMUTHKH CBepsIOBCKOM 00/1acTH
TAY “O6aacTHOi HeHTP peadHIHTANMH HHBAJIHI0B”

Konuenuusi nuHGOpMauHOHHOH 0e3011aCHOCTH

NudopMauHOHHBbIE CHCTEMbI EePCOHAILHBIX JAHHBIX

BonpmMHCTBY (M3HYECKHX W TEXHHYECKHX CPEJACTB 3allUThl Ul 3((PEKTUBHOIO
BEINOJHEHMs CBOMX (yHKUIHH HeoOXoaMMa IOCTOSIHHAs TEXHHYECKas U OpraHu3alMOHHAas
(aIMMHHCTpATUBHAs) TO/UIEPXKKA (CBOEBPEMEHHAs CMEHa M 00€CIeYeHUE IPABUIIBHOIO XPaHEHHUs!
M NPUMEHEHHs HMMEH, Taposied, KIodel mH(ppoBaHHs, MEPEONpeE/IE/IeHHE TOTHOMOYHI U T.IL.).
[lepepbiBbl B paboTe CPEICTB 3aIIMTHI MOrYT OBITh HCIOJIB30BAHBI 3TIOYMBIICHHUKAMU JUIs
aHaIN3a NPUMEHSEMbBIX METOJIOB H CPEJICTB 3aLIMThI, JJIs BHEAPEHHS CIEIHAIbHBIX IPOrPaMMHBIX
M anmapaTHelX "3aKkigamok" M JPYrHX CPEICTB IPEOJOJICHHS CHCTEMbBI 3alMTHl I10CIE
BOCCTAHOBJICHHSI €€ ()yHKIIMOHUPOBAHHUS.

CBoeBpeMEeHHOCTh

[Ipeamonaraer yrnpexaaromuil xapakrep Mep obecnedenus GesomacHoctu I1JIH, TO ecTh
MoCTaHOBKY 3azad mo komruiekcHoit 3amure MCIIJlH u  peanmusanmio mep obecrevyeHus
6ezomacuoctu I1JIH Ha panHux craausx paspabotku MCIIJIH B menoM U €€ CHCTEMBI 3alIUTBI
uH(pOpMauH, B YJACTHOCTH.

PaspaGoTKka CHCTEMbI 3aLIUTHI JOJKHA BECTHCH MapajllebHO ¢ pa3pabOTKON M pasBHTHEM
caMoOil 3aIMINAEMON CHCTEMBL. JTO TO3BOJIUT y4yecTh TpeOoBaHHs O€30I1aCHOCTH IIPH
IIPOEKTHPOBAHUM ApXUTEKTYpHl M, B KOHEYHOM cueTe, co3narth Oonee 3ddexTuBHbIE,
KaK I10 3aTpaTaM pecypcoB, TaK U MO CTOHKOCTH 3allUIIEHHBIE CHCTEMBIL.

HpeeMCTBeHHOCTb H COBEPIICHCTBOBAHHE

[IpeanonaraioT MOCTOSIHHOE COBEPLICHCTBOBAHUE MEP M CPEJICTB 3AlIMTHl HHPOPMALKU HA
OCHOBE IIPEEMCTBEHHOCTH OPraHHW3AlMOHHBIX M TEXHMYECKHX PpEIIEHHi, KaIpOBOro COCTaBa,
anamusa Qynkumonuposanus VICII/IH ¥ ee cHCTeMBI 3alMTHI C Yy4E€TOM HM3MEHEHHH B MeTOZax
M CpeACTBaX IepexBaTa HH(OPMAIMH, HOPMATHUBHBIX TpeGOBaHHMM MO 3aluTe, IOCTHUIHYTOIO
OTEYECTBEHHOTO U 3apyOe’KHOTO OIBITa B 3TOH 00JIaCTH.

Hepcoua.rlbnaﬂ OTBETCTBEHHOCTDH

[Ipeanonaraer BO3JIOKEHHE OTBETCTBEHHOCTH 3a obecnevenue OesomacHoctu [1/1H
M CHCTEMBI X 00pabOTKH Ha KaXI0ro pabOTHUKA B NpeZieNax ero nojHoMouui. B cooTBeTCTBUM
C STUM TIPHHIMIIOM pAcIpeie/IeH)e MpaB U 0053aHHOCTEH COTPYAHMKOB CTPOMTCS TAKMM 00pa3oM,
yroOBl B Cily4ae JIOOOro HapylIeHHs Kpyr BHMHOBHHUKOB OBLI YETKO H3BECTEH HJIM CBE/ICH
K MUHHEMYMY.

IpuHIIN MEHAMH3AIHH TOJTHOMOYHIA

O3HayaeT MpeJOCTaBICHUE I0JIb30BATENSIM MHHUMAJIBHBIX IIPaB JOCTyIA B COOTBETCTBHH
C MPOHM3BOACTBEHHOM HEOOXOIMMOCTBIO, HAa OCHOBE IPUHIMIA «BCE, YTO HE pa3spelleHo,
3apereHoy.

Joctyn k IIJIH HODKEH MpeJoCTaBISThCS TOJIBKO B TOM Cilydae H OObeMe, €Ciid 93TO
He0OX0MMO pabOTHUKY JUIS BBIIOJHEHHS €r0 JODKHOCTHBIX 00sS3aHHOCTEH.
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[IPABUTEJILCTBO CBEPJJIOBCKOM OBJIACTH
MHHHCTEPCTBO COLMAIbHOM mouTHkK CBEPTOBCKO#H obnacTu
TAY “O6;1acTHOI HeHTp peabHIHTAIHE HHBAJIH/10B”

Konuenuusi uHGopMaHOHHOH 6€301acHOCTH

HHd)OpMallPIOHHble CHCTEMbI NIEPCOHAJIBHBIX TaHHBIX

B3aumoseiicTBHe H COTPY/AHHYECTBO

[IpeamonaraeT co3jaHne ONAronpuATHOH arMochepbl B KOJICKTHBAX 0/Ipa3/IeIeHuH,
obecreunparonmx aesteabHocth UCIT/IH IlenTtpa, i CHIKCHHS BEPOATHOCTH BO3HMKHOBEHHA
HeraTHBHBIX JEHCTBHI CBS3aHHBIX C YEIOBEYECKHM (aKTOpOM.

B Takoif 0GCTaHOBKE PaGOTHHKH JODKHBI OCO3HAHHO COOMIONATh YCTAHOBICHHBIC TIPABHIIA
i OKA3BIBATH CONCHCTBHE B JEATENHHOCTH TOApa3/eNeHnii (OTBETCTBEHHBIX ML) TEXHHYECKOH
3aIMThI KHPOPMAIUH.

I'n6xocth cucrembl 3amuThbl IT/IH

[IpuHATHIE MEPhl U YCTAHOBJICHHBIE CPEICTBA 3alIUTEL, 0COOEHHO B HAYaJIbHBIN NEPUOJI UX
SKCIUTyaTalli{, MOTYT OOecIedyHBaTh KaK Ype3MEpHbIH, TaK U HEI0CTATOYHBIA YPOBEHB 3aIUTHI.
Jlns obecriedeHHst BO3MOXKHOCTH BapbMPOBAHMS YPOBHEM 3alMIICHHOCTH, CPEICTBA 3ALIATEL
JOJKHBI 0071a/1aTh OIPEeNeH Ol THOKOCThI0. OCOOEHHO BaXHBIM 3TO CBOHMCTBO SBJSCTCS B TeX
clyyasix, KOTJa YCTAHOBKY CPEICTB 3alUTBl HEOOXOAMMO OCYIIECTBIATH HA paboTaroNy O
cHCTeMy, He Hapyluas [poLecca ee HOpMaIbHOro (yHKIHOHHPOBAHMUS.

OTKpblTOCTb AJropuTMOB H MEXaHH3MOB 3alMThbI

CyTh NpPHHIMNA OTKPHITOCTH AIrOPHTMOB M MEXaHH3MOB 3aUIMTBI COCTOMT B TOM, HTO
3aIIMTa HE JOJDKHA 00eCreynBaThesl TOJIBKO 3a CUET CEKPETHOCTH CTPYKTYPHBIX 10ipa3ieIeHHH
W QIrOPUTMOB ()YHKIIMOHHPOBAHMS MX TMOJACKCTEM. 3HAHHE AJrOPHTMOB paboThI CHCTEMBI 3aIlUTHI
He NO/DKHO JaBaTh BO3MOKHOCTH ee NpEeOJoNeHHs (Jaxe paspaboTunkam). OJHAKO 5TO
He 03HAyaeT, 4To HH(POPMAIIHS O KOHKPETHOI CHCTEME 3aIUThl 10JIKHA OBITh 00LIEI0CTYIHA.

IIpocToTa NpHMEHEHHSs CPeICTB 3aIHThI

MexaHH3MBbl 3aIUTHI JOJDKHBI OBITh HHTYHTHBHO IIOHATHBI M MPOCTHI B MCIIOJIb30BAHHH.
[IpuMeHeHHEe CPEJICTB 3aIUTEl HE JIOJDKHO OBITH CBSI3aHO CO 3HAHUEM CIEIHATBHBIX A3BIKOB HIIH
¢ BBINOJHEHHEM JeHCTBHH, TpeOyIOIIMX 3HAYMTENBHBIX JOIOIHUTENBHBIX TPyA03aTpar IpH
06buHOl paboTe 3aperMCTPUPOBAHHBIX YCTAHOBICHHBIM TIOPSAIKOM N0JIb30BaTeNIed, a TaKKke
He JOJDKHO TpeOGoBaTh OT ITOJIB30BATENs BBIIOIHEHUS PYTHHHBIX MAJOMOHATHBIX €My oreparuii
(BBOX HECKONBKMX Maponeil, umeH u T.A.). IIpm 3TOM MODKHA JOCTHIaThCS ABTOMATHSALMA
MaKCHMAIBHOTO YHcsia eiicTBrii monp3osaresieil u agmunucTparopos UCIT/H.

Hayqﬂan 000CHOBAHHOCTH U TEXHHYECKasl peaiu3yeMoCcThb

VH(bOpMALMOHHbIE TEXHONOTHH, TEXHHYECKHE U IIPOrPAMMHBIC CPE/CTBA, CPE/ICTBA M MEPDI
3auUThl MHPOPMALMH JIODKHBI ObITh PEAIM30BAHBI HA COBPEMEHHOM YPOBHC pasBUTHA HAyKH
¥ TEeXHHKH, HAy4HO OOOCHOBAHBI C TOYKH 3PEHMS JAOCTHKEHHS 33JaHHOTO ypOBHA 0e30macHOCTH
uHQOPMAIMM ¥  JOJDKHBI ~ COOTBETCTBOBATh  yCTAHOBJICHHBIM ~ HOpPMaM M TpeOOoBaHUAM
no 6ezomacHocTH [1/1H.
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[IPABUTEJILCTBO CBEP/IJIOBCKOU OBJIACTHU
MMHHCTEPCTBO COLMATBbHOM NONMUTUKK CBepUIOBCKOH 001acTH
T'AY “O6nacTHoii HeHTP peadHIHTANHH HHBAJHI0B”

Konuenuusi nHpopManHoHHOH 6€30MaCHOCTH

HH(l)OpMa[lHOHHble CHCTEMbI NEPCOHAJIbHBIX JAaHHBIX

C3I1[Ja nomkHa ObITH OPHEHTHPOBAHA Ha DPELICHMs, BO3MOMKHBIE PUCKH [UI1 KOTOPBIX
M MepBI IPOTUBOJCHCTBHS 3TUM PHCKaM IIPOLLIH BCECTOPOHHIOK TEOPETUYECKYIO ¥ IIPAKTHYECKYIO
IIPOBEPKY.

Cnenunajan3anusi ¥ NpodeccHoHATH3M

[lpenmonaraer npuBIeYeHHE K pa3paboTKe CPEeACTB M pealu3allid Mep 3allUuThl
HH(MOPMAIMK CIEIHATH3HPOBAHHBIX OpraHu3anuii, Hauboaee MOATOTOBIEHHBIX K KOHKPETHOMY
BHJLY JIEATEILHOCTH 110 obecrneyenuto 6e3onacHocTd [1/]H, MMEIOIMX ONBIT NPaKTUYEeCKOH paboThI
U TOCYJapCTBEHHYIO JIMIIEH3MIO HAa IIPaBO OKas3aHMs yCIyr B 93Tod obOnmactd. Peanmsanms
aJIMHHHCTPAaTHBHBIX Me€p M OKCIUIyaTallMs CpPEACTB 3allMThl JOJ/DKHA  OCYINECTBIATHCH
po(eCCHOHAIBHO TTOATOTOBIEHHBIMH criennanictamu Lentpa.

Oo0s13aTeILHOCTD KOHTPOJIS

[Ipenmonaraer 00s3aTeTPHOCTE H CBOEBPEMEHHOCTH BBIABICHHS M IIPECEYEHHs IOIBITOK
HapyIIeHUs] YCTAHOBJICHHBIX MpaBHI obecrnedeHus: 6e3onacHocT [1/[H Ha OCHOBE MCIOJIB3yEeMBIX
CHCTEM ¥ CPEJICTB 3aIUThl HH(POPMALUHU [IPH COBEPIICHCTBOBAHUM KPUTEPHEB U METOLOB OLCHKU
3} HEeKTUBHOCTU ITUX CHCTEM H CPEJICTB.

KoHTposib 3a JEATEeNbHOCTHIO JIOOOT0 MOJIB30BaTeNs, KaKIOTO CPEeACTBA  3alUThI
¥ B OTHOINEHHH JIFOOOTO OOBEKTa 3aIUTHI JOJKEH OCYINECTBISTHCS Ha OCHOBE NPUMEHEHHUS
CpEICTB  ONEPAaTHBHOIO  KOHTPOJAS M PErHCTpallMd M JIOJDKEH  OXBaThlBaTh  Kak
HECAaHKIHOHHPOBAHHBIE, TAK H CAHKIIMOHHPOBAHHBIE JeHCTBHS MOJIb30BaTENEH.

MEPBI, METO/IbI 1 CPEACTBA OBECIIEYEHUSI
TPEBYEMOI'O YPOBHS 3AIIMINEHHOCTHU

ObGecrieyenne  TpeOyeMOro  ypOBHS  3alMINEHHOCTH  JOJDKHBI  JOCTHIaThCs
C MCIOJIb30BAaHHEM Mep, METOIOB U cpe/cTB Oe3omacHOCTH. Bee Mephl obecniedenus 6e30macHOCTH
WUCII1a noapa3aensoTcs Ha:
- 3aKOHO/IaTeJIbHbIE (TIPAaBOBHIE);
- MOPAJIbHO-3TUYECKHUE;
- OpraHu3alUOHHbIe (aIMUHUCTPATUBHBIC);
- pusuyeckue;
- TEXHHYECKHUe (anmapaTHble H IPOrPaMMHBIE).

[lepeuens BEIOpaHHBIX Mep obecrnieueHus 6e30macHOCTH oTpaxaercs B [Iane meponpusTuit
110 00eCIeYEeHHUIO 3aIUThl IEPCOHAIBHBIX JAHHBIX.

3akoHoaaTe/bHbIE (IPABOBbIE) MEPbI 3AIIUThHI

K mnpaBoBbIM MepaMm 3amIMThl OTHOCSTCS JEHCTBYIOIIME B CTpaHE 3aKOHbBI, YKa3bl
U HOPMAaTHBHBIE aKThl, periaMeHTHpYyIolue npaBuia obpamenus c¢ [1/IH, 3akperuisiomue mnpasa
M 00sA3aHHOCTH YYaCTHHKOB HH(OPMAIMOHHBIX OTHOLIEHHH B Tmporecce ee 00paboTku

17

Honoecrnocme Damunus/ Iloonuce Jama
Paspaboman | 3aBenyrowuiit OCuAP Hctomuu B.A.

IIpogepun 3amecTuTenb gupekropa mo HMP | T'aspusosa U.10.

Coznacoean | 3amecturens aupekropa no AXP | [Neuenux H.T.
Bepcua: 2 K3: VO Ne Cmp. 17 uz 24




ITPABHUTEJIbCTBO CBEP/IJIOBCKOM OBJIACTH
MuHucTepCTBO colmanbHOM nonuTHkM CBEpPaIOBCKOM 001acTH
I'AY “O61acTHOl HeHTp peabuINTAMHE HHBAIHIO0B”

Konuenuusi undpopmanuonnoii 6e3onacHocru

WUudopmannoHHbIe CHCTEMBI EPCOHATBHBIX JAHHBIX

M HCIONB30BAHMA, & TAKXKE yCTAHABIMBAIOLIME OTBETCTBEHHOCTh 3a HAPYIUEHHs 3THX IIPABHII,
TIPCISTCTBYS TEM CaMbIM HENPAaBOMEPHOMY HCIOJb30BaHMIO T1JIH H ABISIOMMECS CIepKUBAOLIHM
(paxTOpOM IS TOTEHIHAIBHBIX HAPYIIHTENCH.

IIpaBoBBIE MEpBI 3AIMTEI HOCAT B OCHOBHOM YIIPEKAAFONTHIA, TPODHIAKTHYECKH i Xapakrep
M TPeOYIOT MOCTOSHHOH pPa3bACHUTENBHON paGoThl C MOMB30BATENAMH M OOCIYKUBAIOIHM
IIEPCOHATIOM CUCTEMBI.

MOpﬂJ]bHO-Z)TH‘lGCKHC Me€pBbI 3aIUThI

K MopabHO-3THYECKMM MepaM OTHOCSTCS HOPMBI TIOBEIEHMS, KOTOpbIE TPAIUIIHOHHO
CJIOKHIINCh WM CKIIAIBIBAIOTCA IO Mepe pacnpoctpaHeHuss 9BM B crpane uiam ofmectse.
OTH HOPMBI GOJBINEH YacThIO HE ABJIAIOTCS 00S3aTENbHBIMH, KaK 3aKOHOIATEIHHO YTBEPKICHHEIE
HOPMATHBHBIE aKThI, OJTHAKO, HX HECOOJIIOACHHE BEET OOBIMHO K MAJICHHUIO aBTOPHTETA, PECTHIKA
YCJIOBEKA, TPYMNIBI ULl MM OpraHu3aiuu. MopaabHO-3THYeCKHE HOPMBI OBIBAIOT KaK HEMHCAHBIE
(HamprMep, OOLIeNPU3HAHHBIE HOPMBI YECTHOCTH, NIATPHOTH3MA U T.IL.), TAK M [HCAHbIE, TO €CTh
0(hOpMIIEHHBIE B HEKOTOPBIA CBOJ (YCTAB) PABHIT HITH IIPEITHCAHMIA.

MopaibHo-9THYECKHE MepBl  3aLMUTBI  SBISIOTCS NPOQHIAKTHYECKHMH U TpedyroT
NOCTOSIHHOM ~ pabOThl MO  CO3JaHMIO 3J0POBOTO MOPAILHOIO KIMMAara B  KOJJIEKTHBAX
nozpaszienieHuii. MopanbHO-3THYECKHE MepBl 3alIUTBl CHHXKAIOT BEPOSTHOCTH BO3HHKHOBEHHS
HETaTHBHBIX JCHCTBHUI CBS3aHHBIX C YEJTOBEYECKHM (HaKTOPOM.

Opranuzanuonnple (aIMHHHCTPATHBHBIE) MEPbI 32 IHTHI

Oprauu3auioHHble (aIMUHHCTPATHBHBIE) MEPBI 3aIMTHl - 3TO MEphl OPraHM3aIMOHHOTO
XapakTepa, perjaMeHTHpyromue rmnponecchl (ynkuuonuposanus WCIIJ{H, wucnoap3oBaHue
pecypcoB  WCIIJIH, neaTenbHOCTh  OOCIy)XKHBAIOWIETO IIEPCOHANA, a  TAKKe IIOPSZIOK
B3auMozelcTBHs nosb3oBareneil ¢ MCII[JH Takum 00pasoM, 4yTOObI B HAHOONIbLICH CTENEHH
3aTPYAHUTD WIIH UCKIIOYHMTH BO3MOXKHOCTE Pealu3alii yrpo3 6€30MacHOCTH HIIH CHU3HTh pa3Mep
IOTEPh B ClIyyae UX peaTH3allkH.

I'maBHasi ue/b aIMUHUCTPATHBHBIX Mep, IPEANPUHAMAEMBIX HA BBICIIEM YIIPABIEHIECKOM
ypoBHe — chopmuposath IlomuTuky wuH(OpManmonHO# GezomacHocTn [1/{n (oTpakaronyio
HOJXO/BI K 3alUTe HHPOPMAIMH) H 00ECIIEYUTD €€ BHIIOIHEHHE, BRI HEOOX0HMbIE pecypcehI
U KOHTPOJIUPYSI COCTOSIHHE JIEJI.

Peamusauus Tlonutuku uadopmannonsoit 6ezonacuoctu I1JIn B UCIT/{a cocTosT u3 Mep
aZIMHHUCTPATUBHOTO YPOBHS H OPraHU3aLHMOHHBIX (MPOLETYPHBIX) Mep 3aLUTH HH)OPMAITHH.

K anMuHHCTpAaTHBHOMY YPOBHIO OTHOCATCS PENIEHHS PYKOBOJCTBA, 3aTparuBaroIIue
pearenpHocTs MCIIJIH B nenom. Otu pemenus 3akpemnsiiores B [lomutuke uH(OpMALMOHHOI
6e30macHOCTH.

ITpumepom TakuX perieHuit MOryT ObITh:

- IPUHATHE PEIICHHs O OPMUPOBAHMH HJIH IEPECMOTPE KOMILIEKCHOH MPOrpaMMbl 06ecreueH s
O6esonacnoctu [1/1H, onpeieieHHe OTBETCTBEHHBIX 3a €€ PeaTH3aLHIO;
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[MIPABUTEJILCTBO CBEPJIJIOBCKOUW OBJIACTHU
MHHHCTEPCTBO COLMAIbHON MOaUTHKH CBepaI0BCKOH 001acTh
T'AY “O6aacTHOMH HeHTP peadHIHTAIIHH HHBAJIHIO0B”

Konuenuusi uHGopMannoHHo# 0€30NaCHOCTH

Hﬂd)opmauuonuble CHCTEMBbI NNEPCOHAJIbHBIX JAaHHBIX

- (dopMyaHpoBaHHE IleJiel, IIOCTAaHOBKA 3ajad, OIpE/EJICHHE HalpaBIeHHH eSTeIbHOCTH
B oOnactu 6e3omacHoctH [1/1H;

- TMOpUHATHE PpEIIeHHH [0 BOIPOCAM pealu3alldd I[POrpaMMbl  O€30IIaCHOCTH, KOTOPBIE
paccMaTpuBaroTcs Ha ypoBHe LleHTpa B 1e1om;

- obecmeueHre HOpMATUBHOM (TIpaBOBOif) 6a3bI BONPOCOB OE30MIaCHOCTH U T.II.

[TonMTHKA BEPXHETO YPOBHS JOJDKHA YETKO OYEPTUTH Cepy BIUSHUS U OrPAHHUECHUS IIPH
ompeneneHun neneil OezomacHoctu I[1JIH, ompenenuTh KaKMMH pecypcamu (MaTepHalbHbIE,
THIEPCOHAN) OHHU OYIyT JOCTHIHYTHI U HAUTU pa3yMHBIH KOMIIPOMHCC MEKIY IPHEMIIEMBIM YPOBHEM
6e3omacHocTH U GyHKIMoHANbHOCTHIO MCIT/IH.

Ha opraHu3allMOHHOM YpPOBHE OIpPEAENSIOTCS MPOLEAYPbl U MpaBUila JOCTHIKEHHS Liesei
u pemenus 3a1a4 [lomutuku uHbopmaruorHoi 6e3onacHoctr I1/H. OTH npaBuia onpeaensior:

- 00J1acTh MpUMEHEHus MOUTUKH Oe3onacHocTH 11/1H;

- poJId U OOS3aHHOCTH JOJDKHOCTHBIX JIMI, OTBEYAIOIIUX 3a IMPOBEJICHHUE MOJMTHKU 0e301acHOCTH
[T/TH, a Tax >ke UX OTBETCTBEHHOCTH;

- mpasa goctyna K I1/1x;

- Mephl U cpezicTBa obecriedeHus 3ammtel [1J1H;

- MEpHI ¥ CPEICTBA 00ECIIeYeHUS] KOHTPOIIS 3a COOJIIOIEHHEM BBEIEHHOTO PEeXXHUMa G€30IaCHOCTH.

OpraHu3aliiOHHBIE MEPBI J0JIKHBI:
- IpeayCMaTpHBaTh pPEriIaMeHT HWH()OPMAIMOHHBIX OTHOLIEHHH, HCKJIIOYAIOUIMX BO3MOKHOCTh
HECAHKIIMOHUPOBAHHBIX AEHCTBUI B OTHOIIEHUU O0OBEKTOB 3aIUTHI;
- ONpeeNSTh KOATHIHOHHBIE M HEepapXH4yeCKHe NPHHIMIBI M METOJbl pasrpaHHYeHHs I0CTyIa
k [1/11;
- ONpEENATh MOPSI0K paboTHl ¢ MPOrpaMMHO-MATeMaTUYECKMMH U TEXHHYECKMMH (anmnaparHble)
CpeICTBAaMH 3aLUTHI U KPHIITO3AIIUTEI H APYTHX 3aIIUTHBIX MEXaHHU3MOB;
- opranusoBath Mepbl mnpotuBoneiicTBus HCJl monmp3oBaTenssMM Ha dSTamax ayTeHTH(MKaLHH,
aBTOpPH3ALNH, HACHTH(HUKAIMH, 00eCIIeUHBAIOIINX FrApaHTHH Pealu3aliy IPaB i OTBETCTBEHHOCTH
CyOBeKTOB HH()OPMAITMOHHBIX OTHOLICHHH.

OpraHu3aliOHHBIE MEPBI COCTOST U3:
- pernamenTa aocryna B noMemmenus UCIT/IH;
- TIOpsIKA JI0ycKa pabOTHHKOB K ucnoib3oBaHuio pecypcoB MCII/{a Lentpa;
- perjaMeHTa IIPOIECCOB BeleHUs a3 JaHHBIX M OCYIIECTBICHHMS  MOAH(HKAIUH
HH(POPMALIMOHHBIX PECYPCOB;
- periaMeHTa MpOLECCOB OOCTYy)KHBaHMS M OCYINECTBIEHHS MOJM(DUKALMHK anlapaTHbIX
U nmporpaMMHbIX pecypcoB UCIT/IH;
- paspabotku uHCTpyKuumii mons3oatenedt UCII[In (ammuuuctparop MCII/IH, aamuHuCTpaTOp
6e3omacuoctH, onepatop UCII/IH);
- pa3pabOTKU MHCTPYKITHH MOJIb30BATENsl IPU BOSHUKHOBEHUH BHELITATHBIX CUTYaIlUH.
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[IPABUTEJILCTBO CBEP/IJIOBCKOU OBJIACTHU
MHHHCTEPCTBO COLMAIBLHON MOIMTHKH CBEep/IOBCKOH 001acTy
TAY “O6aacTHOl HeHTp peadHIHTAIHE HHBAJIH/I0B”

Konuenuusi HHGOPMALHOHHOH 0€30MaCHOCTH

HndopmManHoHHble CHCTEMbI NEPCOHAIBHBIX JAHHBIX

duzuyeckue MepbI 3alIUThI

dusnyeckue Mepbl 3aIIUThl OCHOBAHBI Ha NPHUMEHEHMH pPAa3sHOrO poOAa MEXaHWYCCKHX,
5NEKTPO ~ WJIM  JJIEKTPOHHO-MEXAHWYECKHX  YCTPOHCTB — H COOPYKEHHH,  CHEIHATBHO
TIpeIHa3HAYEHHBIX IS CO3/1aHusl (PU3NIECKHX NPENSATCTBHI Ha BO3MOXKHBIX IyTSHX MPOHUKHOBEHU
¥ JI0CTYIIa MOTEHIMAIbHBIX HApyIIUTeIed K KOMIIOHEHTaM CHCTEMbI 1 3anMm@aeMoi nHpopMaIuu,
a TaKKe TEXHUYECKHUX CPEJICTB BHU3yaIbHOTO HAOJIOIEH)S, CBA3M U OXPAHHON CHIHATH3AIHMH.

Ddu3uyecKas 3aluTa 31aHuH, TOMEIIeH i, 00BEKTOB H CPEACTB HH(POpPMATH3AIUH 0JDKHA
OCYIIECTBIATHCS IYTEM YCTAHOBJICHHS COOTBETCTBYIOIIMX IOCTOB OXpaHbl, C IOMOIIBIO
TeXHHYECKHX CPEJICTB OXpAaHbl WM JIOOBIMH JPYTHMMH CIIOCOOAMH, MPEIOTBPAIIAIOIMMH HITH
CYIIECTBEHHO 3aTPYJHSIOMHMMH TPOHMKHOBEHHE B 3[aHHE, MOMEIICHUS OCTOPOHHUX JHIL,
XHIeHHe HHPOPMAIMOHHBIX HOCHTENEH, CaMHX CpeACTB HH(POpMATH3AUMH, HCKIHOYAIOIMMHU
HAXOJKJIEHHE BHYTPH KOHTPOJIUPYEMOH (0XpaHsSeMO#) 30HBI TEXHHYECKUX CPE/ICTB NOTCHIHATBHBIX
HapyIIUTENEH.

AnnapatHo-nporpaMMHble cpeacrsa samuTsl [1/{a

Texuuueckue (anmapaTtHO-IPOrpaMMHBIE) MEphl 3alMTBl OCHOBAHBI Ha HCIOJb30BAHHH
pa3IMYHBIX JJEKTPOHHBIX YCTPOHCTB M CIELHAIBHBIX MPOrpaMM, BXOISAUIMX B COCTaB UCI1
¥ BBIMOJHSIOUMX (CAMOCTOSTENBHO MM B KOMIUIEKCE C JPYTHMH CPeACTBAMH) (yHKIHH 3aLIUTHI
(MpeHTHQUKANMIO ¥ ayTeHTH(HMKALMIO MOJb30BATENCH, pasrpaHHYeHHE JOCTyma K pecypcam,
PErHCTPaNuIo COOBITHH, KpUITOrpadhuyeckoe 3aKpbiTHEe HHPOPMALMH 1 Tl )

C yderoM Bcex TpeGOBaHWH M IPHHIHIOB obecredeHus 0e30macHOCTH [TIz B UCII[Ia
110 BCEM HANpABJICHHSAM 3aIUTHI B COCTAB CHCTEMBI 3aIIUThI JOJIKHEI OBITH BKIIOYCHBI CIIEAYIOLINE
CpencTBa:

- cpencTBa uueHTHUKALUK (ONMO3HABAHHMSA) U ayTeHTH(QHUKALMH (TIOATBEPHKICHUS MIOJUTHHHOCTH)
nonw3oBateneit UCITIH;

- CpecTBa pasTpaHMYEHHs JOCTYNA 3apErHCTPUPOBAHHBIX MOJIB30BATENICH CHCTEMBI K pecypcaM
WCIT/Iu Llentpa;

- cpezicTBa 00ECTIeYeH s U KOHTPOJIS LEJIOCTHOCTH MPOrPaMMHbIX U HH()OPMALIOHHBIX PECYPCOB;

- CPeJICTBa ONEPATUBHOIO KOHTPOJIS M PErHCTPALUU COOBITHI 6e301acHoCTH;

- kpunTorpapuyeckue cpeacTsa samuTsl [1/1H.

VenmemHoe NPUMEHEHHE TEXHHYECKHX CpPEICTB 3allMThl, OasupyeMoe Ha OCHOBHBIX
[PUHIMIAX TOCTPOEHMS CHCTEMBI ~KOMIUIEKCHOH —3alUMThl HMH(OPMALMHM, MPEAIoNaraet,
YTO BBIIOJHEHHE TEPeuMCIIeHHbIX HIDKe TpeOoBaHMH OOeCredeHo OpraHu3alMOHHBIMHU
(aIMMHHCTPATUBHBIMH) MEPaMH U HCIIOJIb3yeMBIMU (U3HICCKUMHU CPEICTBAMH 3AIIUTBL, T.C.:

- obecredena (u3nUecKas HenocTHOCTH BeeX Komnonentos CII/IH;

- xaxaeni paborauk (mosne3osarens WCIIJIH) win rpynmna [I0JIb30BATEJIE HMEET YHUKAIBHOE
CHCTeMHOe HMS M MHHHMMAIBHO HEOOXOIMMBIE JUISl BBIMOJHEHHS CBOMX (DYHKIHMOHAIBHBIX
00s13aHHOCTEN TOJTHOMOYHS IO JOCTYILY K pecypcam CHCTEMBI;

- B ICI1/{u Llentpa pa3paboTka U OT/IajKa mporpamMm ocymecTsisercs 3a npenenamu CII/In, na
HCIIBITATEIbHBIX CTEH/IAX;
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[IPABUTEJIbCTBO CBEP/IJIOBCKOM OBJIACTHU
MUHHCTEPCTBO COLHaIbHOM NOMUTHKH CBepAIOBCKOi 001acTu
TAY “O06aacTHOl HEHTP peadHINTAIHH HHBAJIHI0B”

Konuenmusi HHGpopMannoOHHOMH 06e3011aCHOCTH

I/Iml)opmauuomiue CHCTEMbI NEPCOHAJIbHBIX JAHHBIX

- BCe M3MEHEHHUsl KOH(UTypallu TeXHHYeCKUX M mporpamMmubix cpeiacts MCII/H mpousBoasaTes
CTPOrO yCTAQHOBJIEHHBIM MOPSIIKOM (PErHCTPHPYIOTCS W KOHTPOJIMPYIOTCS) TOJBKO HA OCHOBAHHH
pacropspkeHui pykoBocTsa LlenTpa;

- cereBoe 00OpynOBaHHE (KOHIEHTPATOPBI, KOMMYTATOpBI, MapUIPyTH3aTOpel W  T.II.)
pacrojiaraeTcss B MeCTaX, HEJOCTYNHBIX JUIS MOCTOPOHHMX JIMIl (CIENHAIBHBIX IMOMEIICHUSX,
mkadax, u T.11.).

- IOJHOMOYHBIMH CHeruajucTtamMu [leHTpa OCYIIECTBISETCS HENPEPHIBHOE  yIpaBJICHHE
¥ aJIMHHHCTPATHBHASI OJUIEPXKKA QYHKIIHOHUPOBAHHS CPEJICTB 3alMTEL

KOHTPOJIb DOPEKTUBHOCTHU
CUCTEMBI BAIIUTHI UCIT[Aa YUYPEX/IEHUA

Kontposs s¢pdextuBHocTr C3IIJIH 10/mKeH OCYIIECTBIAETCS HA IEPUOJUYECKON OCHOBE.
Llenbro KOHTPOJIst 3 (PEKTHBHOCTH SIBIISETCSI CBOEBPEMEHHOE BBISBJIEHHE HEHA/UIEKAIIUX PEKUMOB
padoret C3I1/JH  (OoTKIIOYEHHE  CPEACTB  3aIlUTHI, HApYUNIEHHWE  PEKHUMOB  3aIlHUTBI,
HECAHKIMOHMPOBAHHOE HW3MEHEHHE peXHMa 3allMThl M T.I.), a TaKKe I[POrHO3HPOBAHHE
¥ IIPEBEHTHBHOE pearipoBaHUe Ha HOBBIE Yyrpo3bl 6e3onacHocTy 11/1H.

KoHTpoJb MOXET TMpOBOAWTHCS Kak anMuHucTparopamu OesomacHoctu  MCII/In
(omepaTHBHBIM KOHTpPOIb B Ipouecce uHpopmanuonHoro B3aumoneictsus B HCIIIH),
TaK ¥ MPHUBIEKAEMBIMH JUISL 3TOM LI€TM KOMIIETEHTHBIMU OPraHU3aLUsAMH, UMEIOIUMH JIMIIEH3UIO
Ha 3TOT BHJ AesaTenbHOocTH, a Takke @PCTIOK Poccuu u @CB Poccun B npezienax UX KOMIIETEHLIMH.

KOHTpOJIb MOJKET OCYIIECTBISATHCS AIMHHHUCTPATOPOM O€30MacHOCTH, KaK C IIOMOIIBIO
IITATHBIX CPEJCTB CUCTEMBI 3amuTh [1/IH, Tak ¥ ¢ MOMOIIBIO CHIENHAIBHBIX IPOrPAMMHBIX CPEJICTB
KOHTPOJIS.

Ouenka 3ppexkTHBHOCTH Mep 3amuThl [1/IH mpoBoAMTCSA ¢ HCIOIb30BAHHEM TEXHHYECKHX
¥ IIPOrPaMMHBIX CPEICTB KOHTPOJIS Ha IIPEAMET COOTBETCTBHS yCTAHOBJIEHHBIM TPEOOBAHHUSM.

COEPBI OTBETCTBEHHOCTH 3A BE3OITACHOCTD I1/In

OTBETCTBEHHBIM 3a pa3paboTKy Mep U KOHTpois 3a oOecnedeHHeM Oe30IacHOCTH
IIEPCOHANIBHBIX JaHHBIX sBIIsgeTCs AupekTop LlenTpa. JIlupekTop MMeeT mpaBo JEIerupoBaTh 4acTh
CBOMX IOJIHOMOYHIT 110 00ecreueHHIo 6e30acCHOCTH NePCOHAIBHBIX JaHHBIX.

Cdepa OTBETCTBEHHOCTH AMPEKTOpa BKIIOYAET CIEAYIOIIME HAIpaBlIeHHs OOecreyeHus
6e3omacuocty I1/1H:

- INITAHUPOBaHKE U peanu3anus Mep no odecneyenuto 6e3onacHoctu I1/1H;

- aHanmu3 yrpo3 6e3onacuoctu [1/1H;

- paspaboTka, BHEIpEHHE, KOHTPOJIb HCIOJHEHHS M TOJIEp)KAHUE B AKTYaJbHOM COCTOSIHUH
MOJIMTHK, PYKOBOJCTB, KOHIENMUMH, MNpoUexyp, PperiaMeHTOB, HHCTPYKUMH H ApPYIHX
OpraHHM3alHMOHHBIX JOKYMEHTOB 10 00eCIeyeHU 0 0e301aCHOCTH;

- koHtposs 3amumenHoctd HWCII/la IlenTtpa 0T axTyalpHBIX Yrpo3 O0€30MacHOCTH, IyTEM
obyuenust u uHdopmuposanus noas3oareneit UCIT/{n o nopsake paboter ¢ I1/lu u cpencrBamu
3alIUTHI,

21
Honxncnocmo Damunus/ Ioonucey Mama
Paspadboman | 3asenyrownit OCuAP Hctomuu B.A.
IIpogepun 3amecTuTelb AupekrTopa no HMP | I'aspunosa W.1O.

Coznacosean | 3amectutesnb gupekropa no AXP | Ileyenux H.I'.
Bepcun: 2 K3: VO Ne Cmp. 21 u3 24




[TIPABUTEJILCTBO CBEP/IJIOBCKOM OBJIACTHU
MMUHHUCTEPCTBO coLManbHON monuTHkH CBepioBCKOH obaacTu
T'AY “O6aacTHoii neHTp peadHIHTALHH HHBAJIHA0B”

Konuenuusi uHpopManHoOHHO# 0€301aCHOCTH

HNudopManHoHHbIE CHCTEMBI MEPCOHATBHBIX JTaHHBIX

Ipe0TBpalleHHe, BBIBICHUE, pearHpoBaHHUE U pacciieloBaHue HapyieHui 6e3onacnocty [1/11.

[Tpu B3auMO/EHCTBHH CO CTOPOHHMMH OPraHM3allHsAMHU B CIIydasX, KOIJa IpeICTaBHTENIM
3THX OpraHM3alMii MPeJOCTABISETCS AOCTYH K OOBEKTaM 3allUThl, C 3TUMH OpraHu3alUsAMU
NOKHO ObITh 3akimrodeHo «CornameHue o0 KOHpHAeHIHATbHOCTH», aHOO «Cornamenue
0 cobmonennn pexuma OesonmacHoct [1/JH mpu Bemonnenuu pabdor B MCII/{a». Iloaroroska
THIIOBBIX BAPHAHTOB 3THUX COIJIAIIEHHH ocyliecTBiseTcs B LleHTpe COBMECTHO ¢ FOPUCKOHCYJIETOM
armapaTa IeHTpa.

MOJEJIb HAPYHIUTEJIS BE3OITACHOCTH

[Tox mapymmreneM B LleHTpe moHuMaeTcs IMII0, KOTOPOE B PE3y/IbTaTe yMBIIUICHHBIX HIIN
HEYMBIIIUICHHBIX JeHCTBHH MOKeT HaHECTH ylepd oOBEKTaM 3allMTHhI.

Hapymmmrenn noapasfessiiorest 10 INpH3HaKy mnpuHauiexkHoctd (aocryna) k MCIIJIH.
Bce HapymuTenu aensTcs Ha JBe MPYIIbL:
e BHEIIHHE HapyIIUTeIH — (U3HUECKHe JIHIa, He MMEIOIIMe MpaBa NpeObIBaHUs Ha TEPPHUTOPHH
KOHTpPOJIMPYEMOH 30HBI, B IIpeienax KoTopoii pamermaercs odopynosanue MCII/Ix;

® BHYTPEHHHE HAPYLIMTENH — (pU3HYECKHEe JTHIA, UMEIOLIHE MIPaBO NpeObIBaHUs HA TEPPUTOPUH
KOHTPOJIMPYEMOU 30HEI, B IIpejiesiaX KoTopoii pazmemaercs odopynosanue MCII/IH.

MOJEJIb YI'PO3 BE3OITIACHOCTH

Jis UCII/Iu LleHTpa BBIACISAIOTCS CICAYIOIIME OCHOBHBIE KaTerOpHH yrpo3 0e30MmacHOCTH
HEePCOHAIBHBIX JAHHBIX:
1) Yrpo3bl OT yTEUYKHU 10 TEXHUUECKHM KaHaJlaM.
2) Yrpo3sl HECAaHKIIHOHHPOBAHHOTO J0CTyIa K HH(OpMaIiu:
- Yyrpo3bl YHHUYTOXKEHHUsI, XuleHust annapatHbix cpeacts MCII/IH, HocuTenel nHdopmanuu, myrem
¢usuveckoro pocryna K snementam MCII/IH;
- Yrpo3bl XHUINEHHS, HECAHKIMOHHPOBAHHOM MoAMGHKALUH WM OI0KMpoBaHHs HH(OpMaIUu
3a cyeT HecaHknuoHupoBaHHoro pocrtyma (HCJI) ¢ npumeHeHHMEM NIpOrpaMMHO-aNNapaTHBIX
¥ IPOrPaMMHBIX CPEJCTB (B TOM YHCIIE IPOrpaMMHO-MaTeMaTHYECKUX BO3/ICHCTBHIA);
- yrpo3bl He TIIpeJHaMEpeHHbIX JAEHCTBHH mojb30oBaTelell M HapylmeHud Oe3omacHOCTH
¢ynkponuposanus UCIT/In u C3I1/Ia B ee cocTaBe, U3-3a cO0EB B MPOrpaMMHOM O0ECIIEUEHHH,
a TaKke OT yrpo3 HEaHTPOIOreHHOro (cOoeB anmapaTypsl H3-3a HEHAIEKHOCTH 3JIEMEHTOB, cOoeB
SNIEKTPOITUTAHUS ) U CTUXUHHOTO (YZAapoB MOJIHUH, IOXKAapOB, HABOAHEHUH U T.II.) XapaKTepa;
- YIpo3bl IIpeIHAMEPEHHBIX JICHCTBHI BHYTPEHHUX HAPYLIUTEIICH;
- Yrpo3bl HECAaHKIIMOHUPOBAHHOI'O JOCTYIIA [10 KaHaJlaM CBSI3H.

MEXAHMU3M PEAJIM3AIIMA KOHUEIIITUA

Peanuzanus Konuenmuu maomkHa OCYIHIECTBIIATBECA Ha OCHOBE IECPCIEKTUBHBIX IPOTrpaMM
H IIJIAaHOB, KOTOPBIC COCTABJIAKOTCA HA OCHOBAHUH U BO HCIIOJIHEHHE!
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[IPABUTEJIbCTBO CBEP/IJIOBCKOU OBJIACTH
MHHHCTEPCTBO COLMAbHOI MONHTHKH CBEpAIOBCKOH obnacTu

TAY “O6aacTHOl HEHTp peadHHTAHE HHBAJINA0B”
Konuenuusi HHGOpMALIMOHHOK 0€30NaCHOCTH

I/Iﬂq)OpMallHOHHble CHUCTEMbI IIePCOHAJTbHBIX JAaHHBIX

- (elepaNbHBIX 3aKOHOB B 001acTH OOecnedeHus uHPOPMAIHOHHOH O€30IaCHOCTH M 3alIUThI
UH(OpMAaLIHH;

- mocranosienuii ITpasutenscrsa Poccuiickoit deepanun;

- PYKOBOJSNIMX, OPraHM3AIMOHHO-PACIOPATUTENbHBIX H METOIMHYECKAX noxkymentoB @CTOK
Poccun;

- notpeGuocteii UCITJIH B cpencTsax obecneyeHus 6e301macHOCTH HHPOPMAIIHH.

OKUJJAEMbBII D®®EKT OT PEAJIM3AIINN KOHIEIIIWHN

Peamuzanusa Konnermuu 6ezonacuocts I1/Ta 8 UCIT/I# mo3BosmT:
- ouenuTh coctosuue OezomacHoctH uHpopmamuu WCII/IH, BBIABHTE MCTOYHHKH BHYTPEHHHX
¥ BHEIIHHX Yrpo3 MH(OPMAUHOHHOH G€30MacHOCTH, ONMPENETUTb NPHOPHTCTHBIC HANPABICHHA
TIpe/IOTBPALLEHH S, OTPAKEHMS i HEHTPaTU3aluK STHX YIPO3;
- pa3paboTaTh pPaclOpSIHTENbHBIE M HOPMATHBHO-METONMYECKHE JOKYMCHTBI [IPUMEHHUTEIIEHO
k UCI1H;
- IPOBECTH KJIACCH(HKAIMIO ¥ CEPTHPHKAIMIO NCII/1#;
- TpPOBECTH OPraHM3alMOHHO-DEKMMHBIC H TEXHHIECKHE MEPOTPUATHA IO obecrie4eHHIo
6ezomacHocty [1/1n B UCIT/IH;
- 0BecreYnTh HEOOXOIMMBIH YpOBEHb 0€3011aCHOCTH OOBEKTOB 3aLIUTEL.

OcylecTBICHHE  3THX MEpONpPHUITHH  OOECIEeYuT CO3/aHUE eIUHOM, 1LEJ0CTHOH
1 CKOOPIMHMPOBAHHOM CHCTEMb! HH(OPMALIHOHHOH 6e3onacuocti UCII/IH 1 co31acT yclnoBus A1
ee JaJbHENIIero COBEPIIEHCTBOBAHUS.

CIIMCOK HTHO®OPMAIIMOHHBIX HCTOYHUKOB

OCHOBHBIMH HOPMATHBHO-TIPABOBBIMH M METOJMYECKHMH JOKYMCHTaMH, Ha KOTOPBIX
Gasupyercs HacTosias KoHuenus sBIsioTCs:

1. ®epepanbHslil 3akoH ot 27.07.2006 r. Ne 152-03 «O mepcoHATBHBIX JaHHBIX) (Ianee —
®3 «O mepCOHATBHBIX JAHHBIX»), YCTAHAB/IUBAIOIIME OCHOBHBIC IPHHLIAIIE! H yCIIOBHA 00paboTku
I1]1n, npaBa, 00SI3aHHOCTH ¥ OTBETCTBEHHOCTh Y4aCTHHKOB OTHOIIEHHMH, CBA3AHHBIX ¢ 00pabOTKOM
[T/18.

2. «[lonoxenue 006 obecrneyeHrr OE30IMACHOCTH IEPCOHAIBHBIX [TaHHBIX IIpH  HX
o6paGorke B  MH(POPMAIMOHHBIX ~ CHCTEMaX MEPCOHATBHBIX  JAHHBIXY, YTBEPHKJICHHOE
ITocranosnenuem [IpaBurenscrsa PO ot 17.11.2007 r. Ne 781.

3. «[lopsaok mpoBeneHHs KiaccHukamyy WHGOPMALMOHHBIX CHCTEM MNEPCOHAIBHBIX
JQHHBIX», YTBEpKIEHHBIH coBMecTHbIM [IprkazoM ®CTAK Poccum Ne 55, ®CB Poccuu Ne 86
1 Munnapopmcsszi PO Ne 20 ot 13.02.2008 r.

4. «ITonoxeHue 06 0COGEHHOCTX 0OpaBOTKU TMEPCOHATBHBIX TAHHBIX, OCYIIECTBISEMOH
Ge3 MCIIONMB30BAHMS CPEJICTB aBTOMATH3AlHH», yTBepxkaeHHoe [locTanoBieHHEM [TpaBuTenscTBa
P® ot 15.09.2008 r. Ne 687.
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[TPABUTEJIbCTBO CBEPJIJIOBCKOM OBJIACTHU
MMUHHCTEPCTBO COUMANBHOIM MOMUTHKH CeepasioBekoi o61actu
I'AY “O6aacTHoii uentp peabuaurannn HHBAJIHI0B”

Konuenuust undopmannonnoii 6ezonacnocrn

HHpopmaunonubie cHCTEMBI EPCOHATBHBIX IAHHBIX

5. «TpeGoBaHHs K MaTepHAIBLHBIM HOCHTEISIM OHOMETPHYECKUX MEpPCOHANBHBIX JAHHBIX
H TEXHOJIOTHAM XPaHEHHs TaKUX JaHHBIX BHE HHPOPMALHOHHBIX CHCTEM IIEPCOHATIBHBIX JTAHHBIXY,
yreepikaennbie [locranosnenunem [pasutenscrsa PO ot 06.07.2008 . No 512.

6. HopmaruBHO-MeTOmHUEeCKHE AOKYMEHTBI DenepanbHON CIykOB 110 TEXHUYECKOMY
1 SKCIEpTHOMY KoHTpomo Poccuiickoit ®enepanun (nanee - ®CTIK Poccun) mo obecnevenuto
6esomacroctu I1/[1 npu ux 06paGoTke B HCITn.

7. PexomeHmamuu 1o oBecHevYeHHIO Ge30macHOCTH NCPCOHANBHBIX JaHHBIX IIPH HX
00paboTke B HHYOPMAIMOHHBIX CHCTEMAX [ICPCOHANIPHBIX NaHHBIX, YTB. 3aM. aupektopa OCTOK
Poccuu 15.02.2008 r. (JICI).

8. OcHOBHBIE MeponmpusITHS 1O OpraHH3alMHd W  TEXHHYECKOMY obecrneyeHHio
0€30I1aCHOCTH  [IePCOHATBHEIX  JAHHBIX, 00pabaThiBaeMBIX B HMH(OPMALMOHHBIX CHCTEMAX
ICpCOHATBHBIX IaHHBIX, YTB. 3aM. mupekropa ®CTAK Poccuu 15.02.2008 r. (JICIT).

9. basoBas Mozxens yrpo3 Ge3omacHOCTH TIEPCOHANIBHBIX JAHHBIX NIPH UX 00paboTke
B HH(OPMAIMOHHBIX CHCTEMAX IEPCOHATLHBIX AaHHBIX, YTB. 3am. aupektopa ®CTIK Poccun
15.02.2008 r. (ZICIT).

10. Mertonuka onpenenenus akTyansHbIx Yrpo3 6e30MacHOCTH MEePCOHANBHBIX TAHHBIX npu

HX 00paboTke B HHpOPMAIMOHHBIX CHCTEMAX NICPCOHAIBHBIX JNaHHBIX, YTB. 3aM. AMpeKTOpa
OCTIK Poccnn 15.02.2008 r. (JCII).
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