MMHHCTEPCTBO CoLMalIbHOM NOMUTHKH CBEpAIOBCKOM 00J1acTH
T'AY “O6aacTHOil HeHTp peaduIHTALMH HHBAJIHI0B”

IToauTnka HHPOPMALHOHHOH 0€30N1ACHOCTH

/ [TPABUTEJILCTBO CBEP/IJIOBCKOM OBJIACTH

I/IH(l)opmaunomlue CHCTEMbI NEPCOHAJILHBIX JTaHHBIX

YTBEPKIAIO
I[npex;‘op LAY «OPU»
(7,2# >74+ '/, — T.C. OHOXOBa

«7% é@#/ 2 2015r.

NOJIMTUKA

UH®OPMAILIMOHHOM BE3OITACHOCTHU
NHO®OPMAINMOHHBIX CUCTEM INIEPCOHAJIBHBIX JIAHHBIX
I'AY «OBJACTHOM IEHTP PEABUJINTAILIUA HHBAJIHIOB»

ExarepunOypr 2015

Honscnocmo Damunus/ ﬂgdpucé// Mama
S 2777
Paspadoman | 3agenytounii OCuAP Hctomun B.A. %}/
Hpogepun 3amecTuTesb aupekTopa no HMP | Faspiwiosa M.IO. © .
Coznacosan | 3amecturens qupekropa no AXP | IMeuennk H.T'. Jof—”& '
Bepcusa: 2 Koo V3 Ne Cmp. 1u322

7




TIPABUTEJIbCTBO CBEP/IJIOBCKOM OBJIACTHU
MMHUCTEPCTBO COLMANIbHOM NONMTHKK CBepAnoBCKOH 001acTu
T'AY “O0nacTHOl HeHTP peadHIHTANHH HHBAJINI0B”

IMosnTHKa HHGOPMAITHOHHOMH (€30MACHOCTH

NudpopmannoHHbIe CHCTEMBI NEPCOHAIBHBIX JAHHBIX

COJAEPKAHUE
TR TR wcvs b ommsne o aam g b A S T S ST o A RIS A AT A B T RIRTS A S A S ST 3
1332151 (53 1 (T PP 8
Y H1 1 (SR T 0k (7. i 1L R T T—— 9
OOTACTE IEMCTREA .+ svives s S s e T o e S e N S S S SR S e S e e i 9
CHRCTENE aiNrial TePEOHAMBREIX JABEBIX, . «us s sionsss s somiomvaings sobeisiienes Sasss snsss oo sinsms meee ks mmses 9
Tpeboritan & mopcueieMait CIILE: «: sisnmnmnmsmsmissiivsasmis i s i snasisiessmii s 10
[ToncucreMsl ynpaBiaeHUs JOCTYTIOM, PETHCTPALMH HM YUCTA. .. ueurernnenneeentennennenneaneeneanennens 11
[Toxcucrema o0ecrieueHUst HEJTOCTHOCTH M JOCTYITHOCTH .« vveuseennnssnnsenneeenneenneenneennenneeans 12
[TocucTeMa AHTUBUPYCHOM BALIIATBL. .« ¢ e v vueeeeetenaeenaeeaaaeenseeeaeeeanaeeanaeeaneeenaeenseaneenneennens 12
[ToacucTeMa MEKCETEBOTO IKPAHMPOBAHHM . . . veeeeneeeeeneeneaanaenaeenaeaae e e e neeneenaenaeneeneanans 12
[ToacucTeMa aHATHU3a 3ALTHALIEHHOCTH . . . .. e euuueenntenaneeeennneeeennneeeesnneeeenaneeennneernneennneenns 13
[TocucreMa OOHAPYIKEHHST BTOPIKEHMM . ... ..uenutttiteittett ettt et ettt e et e et e aieeeeanans 13
[ToacucTeMa KPHITOTPAGHUECKOM BATMHTBL. . .. vvteutenteneeteenaenteeateenaeaeee et eaneeneeneanennenns 13
ToHEBORATETA MO T, < scnmennmsnssiosnbmiosiats s s o s o S e 6 s e et S st mores 14
Apsmatrparap GeatmacHo el MOCTUIR. .o imismssumssinsameimiss s nbssen i ch sosssnmmms 14
ORepaTon (APNY JUCTIITE, ... coonmommssssinsmisnsmasnnsbns sassimmesns s memmions do ksmesms fos s smmssmmmpms s asnses 15
TpeGoBanus k nepconary no odecnedeHuIo 3amuThl [IJIH. .. ....oooiviiiiiiiiiiii 15
JomxHocTHBIE 00s13aHHOCTH moJib3oBaTened MCIIJIH. .......ooveiiiii i, 16
OtBeTcTBeHHOCTH nepcoHana 00cayKUuBaroIero MCIIIH. ....o.ovvieeeii e 16
CIBCOR HEhODMANHOBHED HETOUMREI, , :oneviscriis sns oy s sain s SO e as S S S IRy as sy Sy 17
LIS L ouosomanse oo s i imson s s s e s S s S S A E AR S 19
2
Honxcuocmo Damunus/ Hoonuce Hama

Paspadoman | 3aBenyrouuit OCUAP Hcromuu B.A.

Hposepun 3amectuTenb aupekropa no HMP | I'aspuiosa H.IO. q {,é):%

Coznacosan | 3amectutenb aupekropa no AXP | Tleuenuk H.I'. ol

Bepcua: 2 K& YONo - Cmp. 2 u3 22




[TPABUTEJILCTBO CBEPJIJIOBCKOW OBJIACTU
MHUHHCTEPCTBO coLMabHOM MoanTHKH CBEpATOBCKOI 061acTH
I'AY “O6.1acTHOI HeHTP peabHIHTALHA HHBAJIHIOB”

IToauTHKa HHPOPMALHOHHOI 6€30IIACHOCTH

HudopmannoHHbie cHCTEMBI NEPCOHATBHBIX AAHHBIX

ONPEAEJIEHUS

B HacTosiieM J0KyMEeHTe HCTIONB3YIOTCS CIIEYIONIHE TEPMUHBI H MX OIPeIeICHHS.

ABTOMATH3MPOBAHHASI CHCTEMA — CHCTEMA, COCTOANIAsS M3 TEpPCOHana W KOMILIEKca
CPEACTB aBTOMATHU3AIMH €ro JAEATeNIbHOCTH, peaM3yrommas HH(GOPMAIMOHHYIO TEXHOJIOTHIO
BBINOJIHEHHS] YCTAHOBJICHHBIX (DYHKIIH.

AyTeHTHOHKAUMSL OTNPABHTENS] JAHHBIX — [OATBEPKAEHHE TOTO, YTO OTIPABHTEIb
NOJIyYEHHBIX JIAHHBIX COOTBETCTBYET 3asIBICHHOMY.

be30nacHOCTL MEPCOHANBHBIX JAHHBIX — COCTOSHUE 3alMIIEHHOCTH [EpPCOHATBHBIX
JIAaHHBIX, XapakTepH3yemoe CIIOCOOHOCTBIO I10JIb30BaTEIeH, TEXHHUYECKUX CpEICTB
¥ HH(POPMAILIMOHHBIX TeXHOJIOTHI 00eCeYnTh KOHPUICHIIHATBHOCTD, IEJOCTHOCTD H JIOCTYITHOCTD
TNIEPCOHAIBHBIX TAHHBIX IPH UX 00paboTKe B HH(POPMALTHOHHBIX CHCTEMAX MEPCOHATBHBIX JAHHBIX.

buomerpuyeckne nepconanbHble aHHbIE — CBEJICHHS, KOTOPBIE XapaKTEPU3YIOT
(u3HONIOrHYecKHe OCOOEHHOCTH YeNoBEeKa M Ha OCHOBE KOTOPBIX MOXHO YCTAHOBHTBH €ro
JMYHOCTh, BKIIOYas (ororpaguy, OTHEYaTKH MaublieB, 00pa3 CeTYaTKH Iya3a, 0COOEHHOCTH
CTPOCHHS T€Jla M APYIYIO I0J00HYIO HH(POPMAIIHIO.

biioknpoBanne  mepcoHAaNbHBIX  IAHHBIX —  BPEMEHHOE  MpeKpamleHne  coopa,
CHCTEMaTH3alluH, HAKOIUICHUS, UCTIOJIb30BAaHMs, PAaCIIPOCTPAHEHHsI, IEPCOHAIBLHBIX JAHHBIX, B TOM
YHCIIE UX IIepe/layn.

Bupyc (xomneioTepHbIil, NpOrpaMMHBIN) — HCIOJHAEMbIH NPOrpaMMHBIH KOX WK
MHTEPIPETHPYEMblii HAOOp HMHCTPYKIMH, o0nanalomuil CBONHCTBAMH HECAHKIIMOHHPOBAHHOTO
pacmpocTpaHenis U camoBocrnpoussenenus. CosnaHHble MyOIMKATEl KOMIIBIOTEPHOIO BHpYca He
BCET/Ia COBNA/IAIOT ¢ OPUIHHAJIOM, HO COXPAHSIOT CIIOCOOHOCTH K JajbHEHIIeMy pacrpoCTpaHEH IO
¥ CaMOBOCIIPOU3BEICHHIO.

Bpenonocnasi mporpamma — nporpaMma, IpefHa3sHauyeHHAs JUIS  OCYIIECTBIICHMS
HECAHKIIHOHUPOBAHHOTO JIOCTYyNa U (W/JIM) BO3JICHCTBUS HA NEPCOHAIBHBIC JAHHBIE HJIH PECYPCHI
HH(pOPMAIMOHHON CHCTEMBI IEPCOHAIBHBIX TaHHBIX.

BenomorarenbHble  TeXHHYECKHE CPEICTBA M CHCTEMbI — TEXHHUYECKHE CPEJICTBA
U CHUCTEMBI, He NpeJHa3HAYCHHbIE VIS Tepeaayn, 00paboTKH M XpaHEeHHs MMepPCOHAIBHBIX JAHHBIX,
YCTaHABJIMBAEMbIE COBMECTHO C TEXHUYECKUMH CPEICTBAMH U CHCTEMaMH, Mpe/IHA3HAYeHHBIMU JUIS
00pabOTKH MEPCOHATBHBIX TaHHBIX WM B MOMEIICHUSX, B KOTOPBIX YCTAHOB/ICHBI MH(DOPMAIHOHHBIE
CHCTEMBI [IEPCOHATIBHBIX JTaHHBIX.

Joctyn B onepauoHHy10 cpexy KOMIbIoTepa (HH(POPMALMOHHOI CHCTEMBbI NEPCOHATBLHBIX
JAHHBIX) — TIOJTy4eHHEe BO3MOXKHOCTH 3allyCKa Ha BBIIOJTHEHHE IITATHBIX KOMaHJ, (DyHKIHI, mporemyp
OIEPALMOHHON CHCTEMBI (YHHYTOKEHHsI, KOIMPOBAHMS, MEPEMEILeHHS M T.IL), MCIOIHAEMBIX (BailioB
NPHKJIAIHBIX TPOrPAMM.

Hocryn k mugopMaimu — BO3MOXKHOCTB NOJTyYeH s HHPOPMAIMU H €€ HCTTOJIb30BAHMUS.

3akia0uHoe yCTpOICTBO — 57eMEHT CpeJcTBa CheMa HH(OPMALMH, CKPHITHO BHEIPAEMBI
(3aKyIaIbIBAEMbIH WM BHOCHMBIH) B MECTa BO3MOYKHOTO CheMa HH(pOpPMALHK (B TOM YHCIE B OTPaKICHHE,
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TIPABUTEJIbCTBO CBEP/IJIOBCKOW OBJIACTH
MHUHHCTEPCTBO COLMAIbHOM nonuTHKM CBepuoBCKoi 061acT
TAY “O061acTHON HeHTp peabHIHTAIHH HHBAJIHA0B”

IoauTHka HHPOPMALIHOHHOH 0€3011ACHOCTH

I/qu)opmaunmmble CHCTEMBbI IEPCOHAJIBHBIX JaHHbIX

KOHCTPYKIIHIO, 000pY/I0BaHHE, TIPEIMEThl HHTEPHEPA, TPAHCIIOPTHBIE CPE/ICTBA, A TAKKE B TEXHHUECKUE
CpeJICTBA M CHCTeMBbI 00paboTKH HHPOPMALIIH).

3ampmaevasi  uHpopMauusi — MHGOpMAINIS,  SBIIOMIAACA IIPEIMETOM  COOCTBEHHOCTH
M MOJUIeXkKaIas 3aliTe B COOTBETCTBUM C TPEOOBAHUSMH IMPABOBBIX JOKYMEHTOB MIIM TPEOOBAHUSMH,
YCTaHAB/TMBAEMBIMU COOCTBEHHUKOM MH(OPMAITHH.

WnenTiduKanusi — NPUCBOEHHE CYOBeKTaM M OOBEKTaM JOCTYNa HCHTH(HUKATOpA U (nm)
CpaBHEHHUE TIPE/TBSBISEMOrO HICHTU(PHKATOPA C IIEPeUHEM MPHCBOECHHBIX HICHTH(PHKATOPOB.

HndopMATHBHBI CHIHAJ — JIEKTPUYECKHE CHUTHAJIBL, aAKYCTHHYCCKHE, 3JIEKTPOMArHHTHBIC
M ApyrHe (H3MUECKHMe TOMs, 10 IapaMerpaM KOTOPBIX MOXET ObITh PacKpbITa KOH(HICHIMATbHAS
uH(popMamms (MepCOHATbHbIE JaHHbIe) oOpadaThiBacMas B MH(OPMALMOHHOH CHCTEME IEPCOHATBHBIX
JTAHHBIX.

Wudopmannonnas cucrema mepconanbubix Janubix (UCIH/In) — nnpopmarmonHas
cucTeMa, TIPeJICTaBIsomas co00H COBOKYIIHOCTD IIEPCOHATBHBIX JaHHBIX, COAEpIKalXes B Oase
JAHHBIX, a TakkKe MH(POPMALHOHHBIX TEXHOIOTMH M TEXHHYECKHX CpPE/ICTB, IO3BOJIAIOIIMX
OCYIIECTBIATh 00pa0OTKY TaKMX IIEPCOHAIBHBIX JAHHBIX C  HCMOIB30BAHHEM  CPEJICTB
ABTOMATH3ALMHU KK 03 HCIIOIB30BAHUS TAKUX CPEJICTB.

HMndopManmonHble TEXHOIOTHH — TIPOIECCH], METOMIbl MOMCKa, c00pa, XpaHeHMs, 00paboTKH,
TIPE/IOCTABIIEHHUS], PACTIPOCTPAHEHHs HH(OPMAUMK M CIOCOOBI OCYIIECTBJICHHS TAaKHX IMpPOLECCOB
¥ METOJIOB.

Hcnoap30Banne MEPCOHANLHBIX AAHHBIX — JICHCTBHS (Omepamui) ¢ MepCoHAIbHBIMH
JIAaHHBIMH, COBEpIIAEMBbIE OIEPATOPOM B LEJAX MNPUHATHS PELICHHH WM COBEPIICHHS HHBIX
JeliCTBHIl, TOPOKIAIONINX IOPUINYECKHE TOCIEJICTBUS B OTHOLICHHM CYOBEKTa NEPCOHATBHBIX
JAHHBIX WM APYTHX JIMIl JMOO MHBIM 00pa3’oM 3aTparuBalollMX NpaBa M CBOOOZBI CyOBeKTa
TIePCOHAIBHBIX JAHHBIX WJIH JPYTHX JIHIL.

HcrounnK yrposbl GesonacHocTH HHGopMAammi — CyOBeKT JI0CTYNA, MATePHATBHBIH 00BEKT HITH
(pr3IdeCcKOe SBIIEHHE, SBISFOLIIECS TPHYMHON BOSHUKHOBEHHS! YTPO3bl 6€3011aCHOCTH UH(pOpMaLUH.

KonTposmpyemasi 30Ha— TPOCTPAHCTBO (TEPPUTOPHS, 3[aHHME, 4YacThb 3/IaHH, TIOMEIIICHHE),
B KOTOPOM MCKIIOYEHO HEKOHTPOJHMpYeMoe MpeOblBaHie IOCTOPOHHMX JIMI, & TAKKE TPAHCIOPTHBIX,
TEXHWYECKHMX W HHBIX MAaTePHATbHBIX CPE/ICTB.

KOH(HISHIHATLHOCT TIEPCOHATLHBIX JAHHBIX — 00sI3aTelbHOE [Ulsi COOIIO/ICHHS ONepaTopoM
WM WHBIM TOMYYMBIIMM JOCTYNl K IEPCOHATBHBIM JAHHBIM JIMLIOM TpPeOOBaHHE HE JIOMyCKaTh MX
pacrpocTpaHenne 0e3 cOrnmacHs CyOBEKTa NEPCOHAIBHBIX JAHHBIX WM HATMYMS MHOIO 3aKOHHOIO
OCHOBAHHSI.

MeskceTeBoii HKpaH — JIOKATbHOE (OHOKOMIIOHEHTHOE) WM (DYHKIIMOHATIBHO-PACTIPE/IE/ICHHOE
TporpaMMHOE (IPOrPAMMHO-AIIIAPATHOE) CPEJICTBO (KOMILIEKC), PEATH3YIOLIEE KOHTPOJIb 33 uHpOpMarUeH,
nocTynaiomeii B MHQOPMALHMOHHYIO CHCTeMY TNEPCOHATBHBIX JAHHBIX M (MIH) BBIXOJAICH M3
MH(OPMAITMOHHOH CHCTEMBI.

Hapyumres 0€30aCHOCTH NEPCOHATBHBIX JAHHBIX — (H3MYECKOe JIHIO, CIyYadHO MM
TpeTHAMEPEHHO COBEPIIAIOIEe JICHCTBHS, CIIEJICTBHEM KOTOPBIX SABIACTCS HAPYLICHHE Oe3onacHOCTH
TEpPCOHATBHBIX JaHHBIX TP MX 00pabOTKe TEXHWYCCKHMH CPEICTBAMH B HH(OPMAMOHHBIX CHCTEMAX
TMIePCOHATBHBIX JAHHBIX.
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[TPABUTEJILCTBO CBEPJIJIOBCKOW OBJIACTH
MUHHCTEPCTBO COLMAIBHOM MOJUTHKH CBepu10BCKO# 06/1acTi
TAY “O61acTHOl LeHTP PeaduIHTANHH HHBAJIHIO0B”

IMosuTHka HHGOPMAIHOHHOH 6€30MACHOCTH

HH(‘)OpMau“OHHble CHCTEMBbI NNePCOHAIBHBIX JAaHHBIX

HeasromaTn3upoBanHasi ~ 00padoTka  NEPCOHATLHBIX JaHHBIX —  0OpaboTka
MEePCOHATBHBIX JAHHBIX, CONEPIKAIIUXCA B HH(OPMAIMOHHOM CHCTEME NEPCOHAIBHBIX JaHHbIX
1160 M3BJIEUEHHBIX M3 TAKOH CHCTEMBI, CUMTACTCSH OCYIIIECTBJIEHHOH 0€3 HCIOJIb30BaHHs CPEe/ICTB
aBTOMATH3AlMK (HEABTOMATH3UPOBAHHOI), €C/TH TAKue JIEHCTBUS C IIEPCOHATBHBIMH JIAHHBIMH, KaK
MCIIONb30BAHMe,  yTOYHEHHE, PaclpOCTPAHEHHE, — YHHYTOXKCHHC NepCOHATBHBIX  JIaHHbIX
B OTHOIIGHWM K@KIOro M3 CyOBEKTOB TNEPCOHAIBHBIX - IAHHBIX, OCYIIECTBIISIIOTCS  TIPU
HEMOCPEACTBEHHOM y4aCTHH YEI0BEKa.

Henexk1apupoBaHHbIe  BO3MOKHOCTH — (yHKIMOHABHBIE ~ BO3MOXHOCTH  CPEZICTB
BEIUVC/TATEBHOM TEXHHKH, HE ONUCAHHBIC WM HE COOTBETCTBYIOLC ONHCAHHBIM B JIOKYMEHTALUH, [IPH
JCTIO/TB30BAHMH KOTOPBIX BO3MOYKHO HApYIIEHHE KOH(QUICHIMATBHOCTH, HOCTYITHOCTH WIH [eJTOCTHOCTH
obpabarpBaeMoit HHPOPMALIUH.

HecaHKIHOHUPOBAHHBII J0CTYN (HECAHKIHOHHPOBAHHLIE JeiicTBHSI) — JIOCTYT K MH(pOpMALH
Wi JeficTBus ¢ MH(OpMAIWel, HApyIIAIOUWe MpaBuia pasTpaHKYCHHA JOCTYNa © HCIIOJIb30BAaHHEM
[ITATHBIX CPEJICTB, TIPEIOCTABAEMBIX HH(POPMALMOHHBIMH CHCTEMAMH [EPCOHAIBHBIX JaHHBIX.

Hocureaps wmudopmamu — (usn€eckoe JHIO HIA MaTephabHbIil OOBEKT, B TOM HUHCIC
(H3HUECKOe TI0TIe, B KOTOPOM HH(pOPMAIHS HAXOZWT CBOS OTpayKeHHE B BUJIC CHMBOIIOB, 00pa30B, CHTHA/IOB,
TEXHUUECKIX PEIIEHIH 1 IIPOIECCOB, KOMTYECTBEHHBIX XapaKTEPUCTHK (Gu3HUECKIX BETMYHH.

OfezTHUUBAHME TMEPCOHAIBHBIX JAHHBIX — JICHCTBHs, B pE3yiIbTare  KOTOPBHIX
HEBO3MOKHO OIPEJEUTh IPHHAIEKHOCTE MEPCOHATBHBIX  JIAHHBIX KOHKPETHOMY CYOBEKTY
NepCOHATBHBIX JIAHHBIX.

O06pafoTKa NEePCOHAILHBIX JAHHBIX — neiicTBHsl (OMepaiy) ¢ MEPCOHATBHBIMA JIaHHBIMH,
pKIOUas cOOp, CHCTEMATH3ALMIO, HAKOIUICHHE, XPaHCHHC, yTouHeHue (OOHOBJICHHE, HU3MEHEHHE),
JCIIONB30BAHME, PAacIpocTpaHeHue (B TOM  UHCIC nepenady), 00e3NHUMBaHUE, ONOKMPOBAHME,
VHUYTOXKEHHE NIEPCOHATBHBIX IAHHBIX.

O6menocTyNHbIe  IEPCOHANbHBbIE  IaHHbIE —  TCPCOHAILHBIC JAHHBIE,  JOCTYII
HeOrpPAHHYEHHOTO Kpyra JHMIl K KOTOPBIM NPEIOCTABICH C corjacusi CyOBeKTa NEPCOHAIBHBIX
JIaHHBIX WM Ha KOTOpHIC B COOTBETCTBHH C deneparbHBIMH 3aKOHAMU HE PaclpOCTPaHACTCS
TpeGoBaHHE COOIIOICHHS KOH(HICHIIHATBHOCTH.

Oneparop (MIepCOHATBHBIX AAHHBIX) — rOCYIapCTBEHHBIH OpraH, MyHHLWIIATbHBIH OpraH,
[OpU/IYECKOe WM (pH3MHUECKoe  JIHIIO, opraHmsyioliee ¥ (WIM) OCYIIECTBILIOIICE 00paboTKy
[epCOHATBHBIX JAHHBIX, & TAKKE ONPECIIOIHIE UETH 1 coneprkanrie oOpabOTKH MEPCOHATbHBIX
JTQaHHBIX.

Texuuueckne cpeacTBa HHPOPMAMOHHOI CHCTEMbI NEPCOHATLHBIX JAHHBIX — CpPEICTBA
BEIMMC/TATEBHON TEXHHKH, HH(OPMALMOHHO-BHMHICHTE/HHBIC KOMILICKCHI 1 CCTH, CpeJICTBA U CHCTEMbI
nepefaud, IpueMa H obpaborku I1J/ln (cpenctBa ¥ CHCTCMBI 3BYKO3AIHCH, 3BYKOYCHJICHHS,
3BYKOBOCTIDOM3BEJICHNS], [ICPETOBOPHBIC M TEJICBH3HOHHDIC YCTpOMCTBA, CPEICTBA M3TOTOBJICHH,
THPKAPOBAHHS JIOKYMCHTOB H JIPYTHC TCXHHHIECKAE cpejicTBa 00paboTKH pedeBoi, rpadiiecKof, BUeo
1 OyKBeHHO-LWM(POBOH yH(pOpMAIWMH), MPOrPAMMHBIE CPE/CTBA (omepaniOHHbIE CHCTEMBbI, CHCTEMBI
yIpaB/ieHus GasaMil JaHHBIX | T.IL), CPE/ICTBA 3AlIUTbL uH(OpPMAIH, [PHMEHSEMbIE B HHPOPMALMOHHBIX
CHCTEMaX.
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[MPABUTEJILCTBO CBEPJIJIOBCKOM OBJIACTH
MHUHHCTEPCTBO COLMATBbHON MOMUTUKH CBepUIOBCKO# 00a1acTH
T'AY “Ob6aacTHol neHTp peadu/IHTAHH HHBAJHAOB”

IHonuTuka HHGOpMaUHOHHOH (€30aCHOCTH

I/Iﬂq)OpMallHOHHble CHCTEMBI NEPCOHAJIbHBIX JaHHbIX

IlepexBar (uHopManHn) — HEIPAaBOMEPHOE MOTyYeHHE UH(OPMAIIMU C HCIIOIB30BAHHEM
TEXHHYECKOTO CPE/ICTBA, OCYIICCTBIISIOIIEIO 00HAPYKCHUE, IPUEM U 00paboTKy MH(MOPMATHBHBIX
CHTHAJIOB.

Ilepconanbubie JaHHBIEe — M00as HHGOpPMAIHS, OTHOCSINAACS K ONPEICICHHOMY HIIH
oIpeesieMOMy Ha OCHOBaHUHU Takod HMH(opManuu (u3HdecKoMy JHUIY (CyOBEeKTY NMepCOHaIbHBIX
JIAHHBIX), B TOM 4YHUCIIe €ro (paMuius, UMs, OTYECTBO, IO, MECALl, JaTa U MECTO POKIACHHS, aJpec,
ceMeifHoe, COIHaJbHOe, HMYILECTBEHHOE IOJ0KEeHHEe, 00pa3oBaHue, Npodeccus, J0XO0Ibl, Apyras
uHpopmanus.

ITo6ouHbIE TeKTPOMATHHTHBIE H3IyYeHHS] H HABOJKH — 3JIeKTPOMArHUTHBIE U3JTyYCHUS
TEeXHUYECKHX CPEJACTB OOpaboTKH 3amuinaeMoil HH(pOpMaIMK, BO3HHUKAIOUIME Kak MOOOYHOE
sSIBJICHME M BbI3BAHHBIC JJICKTPHYECKUMH CHUTHAJAMM, ACHCTBYIOIIMMH B HX IJIEKTPUYECKHX
¥ MarHUTHBIX IIENSIX, @ TAK)XK€ JJIEKTPOMArHUTHBIE HABOJKH 3THX CHTHAJIOB Ha TOKOIPOBOJISIINE
JIMHHUH, KOHCTPYKIIMU M LEeTH THUTaHHUS.

I[MonmnTHKAa  «YHCTOrO  CTOJIA» —  KOMIUIEKC  OpPraHU3ALMOHHBIX  MEPONPHSTHIA,
KOHTPOJIMPYIOIIUX OTCYTCTBHE 3alHMCHIBAHHS Ha OyMa)KHbBIE HOCHTEIH KJIOYeH W arpubyToB
Joctymna (mapoJsiei) u XpaHeHHs uX BOIN3U 00BEKTOB J10CTyIIa.

IMonb3oBaTreir  HHPOPMALMOHHONH CHCTEMbI NEPCOHANBLHBIX JAHHBIX —  JIHIIO,
y4yacTByomee B (YHKIMOHHPOBAHUH HH(MOPMALMOHHOM CHCTEMBI MEPCOHAIBHBIX MAAHHBIX WIIH
HCIIOJIB3YIOIee pe3yIbTaThl €€ (QyHKIIMOHHUPOBAHHS.

IlpaBuaa pasrpaHHYeHHs J0CTYNa — COBOKYIHOCTh IPaBHJI, PErJIAMEHTHPYIOLIHUX MpaBa
nocrymna cyOBbeKTOB 10CTyna K 00BbEKTaM J0CTyIa.

IlporpamMmvHasi 3aKJIaiKa — KOJ TIPOrpaMMBbl, IpPeJIHAMEPEHHO BHECEHHBIH B IPOrpaMmy
C UEIbI0 OCYIIECTBHTH YTEYKY, W3MEHHTh, OJIOKUpOBaTh, YHHYTOKHTH HHMOPMAIUIO WU
YHHYTOXHUTh W MOJU(DUIMPOBATH MporpaMMHoe oOecrneyeHue HHOOPMALMOHHOH CHCTEMBI
IePCOHAIBHBIX JaHHBIX U (1K) OJIOKHPOBATH annapaTHbIE CPEACTBa.

IIporpaMmmHoe (MPOrpaMMHO-MaTeMATHYECKOe) BO3/AeiCTBHE — HECAaHKIIMOHHPOBAHHOE
BO3/IEMCTBHE HA pecypchl AaBTOMATH3HPOBAHHONW HH(MOPMAIHOHHOM CHCTEMBI, OCYIIECTBIISIEMOE
C HUCTIOJIH30BAaHUEM BPEIOHOCHBIX IPOrPaMM.

PackpbiTHE NEPCOHAJBHBIX [AHHBIX — YMBILIUICHHOE MJIH CIydaifHOe HapylieHHe
KOH(HIEHIIHAIBHOCTH N1€PCOHATBHBIX TaHHBIX.

PacnpocrpaHenne NepcoOHAJbHBIX JAHHBIX — JICHCTBHUS, HAlpaBieHHbIE Ha MHepeaady
MEePCOHATBHBIX JTAaHHBIX OIpE/IeIEHHOMY KpYry JUI[ (Iepeaadya NMepCOHAIbHBIX JaHHBIX) MM Ha
O3HAKOMJICHHE C TIIepCOHAIIbHBIMU [aHHBIMH HEOTPAaHHYEHHOro Kpyra JIMI, B TOM YHCIE
00HapoJOBaHHE MEPCOHATBHBIX MaHHBIX B CpPEACTBAX MaccoBOH HH(pOpPMALMH, pa3MelleHHe
B WH()OPMAIIMOHHO-TEIEKOMMYHHKAIIMOHHBIX  CETAX  WJIM  NPEeJOCTaBICHHE  JOCTyma
K TEPCOHATBHBIM JJAaHHBIM KaKHM-JIH00 HHBIM CIIOCOOOM.

Pecypc nHpopManmOHHON CHCTeMbI — HMEHOBAHHBIH 2JIEMEHT CHCTEMHOIO, MPUKIAIHOTO
HJTH anrnaparHoro obecrnedeHus pyHKIHOHMPOBAHHS HH(POPMALIMOHHOH CHCTEMBL.

CnenpajibHble KATErOPHH MNEPCOHAJBHBIX JIAHHBIX — IIEPCOHAIBHBIE  JIAaHHbIE,
KacarolIuecs: pacoBOif, HALIMOHATBHOM NMPUHAUIC)KHOCTH, MOJMTHYECKUX B3IJIAI0B, PEIMIHO3HBIX
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[TPABUTEJIbLCTBO CBEP/IJIOBCKOU OBJIACTH
MuHHCTEPCTBO cOLMAIbHON MoNUTUKH CBEepasIOBCKO#M 00/1aCTH
I'AY “O61acTHON NEHTP peabHIHTANMH HHBAJIHI0B”

IHosmmTHKA HHYOPMALIMOHHO# 6€301MaCHOCTH

HE 01 & MBS R RO

HNudopManuoHHbIe CHCTEMBI MEPCOHATIBHBIX JAHHBIX

HiIH punocoPekux yOoexKIeHUH, COCTOSHUS 310POBbSl © HHTHMHOM JKH3HH CyOBEKTa IePCOHANBHBIX
JTQHHBIX.

CpeacrBa BIMHCIUTEILHOM TEXHHKH — COBOKYITHOCTD [IPOrPAMMHBIX M TEXHHUYECKUX IEMEHTOB
cucTeM 00pabOTKH JaHHBIX, CIIOCOOHBIX (DYHKIIHOHHPOBATH CAMOCTOSITEIEHO HIIH B COCTABE JPYTHX CH-
CTEM.

CybbexT moctynma (cy0ObeKT)— JHMIO WIH IPOLECC, ICHCTBHSL KOTOPOrO pPEraMeHTHPYIOTCS
IpaBUJIAMH pa3rpaHUYeHUs JOCTYTIA.

Texuuveckuii Kana1 yTeqKH HHGOPMALMH — COBOKYITHOCTE HOCHTEIISE HH(OpMalmu (CpesicTBa
00paboTkH), (huU3KUIECKOH Cpebl PaclpoCTpaHeHHsT MHG)OPMATHBHOTO CHTHAJA M CPEICTB, KOTOPHIMH
JI00BIBaeTCs 3aMLIaeMast HH(OpMarusi.

Tpancrpanuynas nepeaada nepcoHAJbHBIX JAHHBIX — [Iepe/Iaya MePCOHANBHBIX JaHHBIX
omeparopom uepe3 ['ocymapctenHyio rpanuny Poccuiickoit ®enepanuu oprany BilacTu
MHOCTPAHHOI'O I'OCY/IapCTBa, (PU3HIECKOMY MM IOPHIMYECKOMY JIHILy HHOCTPAHHOTO rOCY1apCTBa.

Yrpo3bl 0€30nacHOCTH NEPCOHAIBHBIX JAHHBIX — COBOKYIHOCTb YCJIOBHH M (DakTopos,
CO3JAIOIIMX OINACHOCTh HECAHKIMOHMPOBAHHOIO, B TOM YHCJE CIy4aHHOrO, JOCTYNA K MEPCOHATBLHBIM
JIQHHBIM, PE3yJIETATOM KOTOPOr0 MOYKET CTaThb YHMUYTOKEHHE, U3MEHEHHe, OJIOKHPOBAaHHE, KOMMPOBAHME,
pacrpoCTpaHeHHe TMEPCOHATBLHBIX JaHHBIX, @ TAKKe HHBIX HECAHKI[MOHHPOBAHHBIX ICHCTBHN TIPH MX
00paboTke B MHPOPMALIMOHHOM CUCTEME MEPCOHATBHBIX IAHHBIX.

YHUYTOKEHHE NEPCOHAIBHBIX JAHHBIX — JCHCTBUS, B pe3yJbTaTe KOTOPHIX HEBO3MOKHO
BOCCTAHOBHTH COZIEPYKAHHE TEPCOHATBHBIX JaHHBIX B MH()OPMALIMOHHON CHUCTEME TEePCOHATBHBIX JAHHBIX
UM B Pe3YNIbTAaTe KOTOPBIX YHHUTOXKAKOTCSI MaTepHAIbHbIE HOCUTEIH ITEPCOHAIBHBIX JaHHbBIX.

VYreuka (3ammmaemoii) umH(pOpPMAIMH N0 TEXHHYECKHM KAHAJIAM — HEKOHTPOIMPYEMOE
pacrpocTpaHeHre MHpOpMalkk OT HOCHTENS 3alMIIAeMoil MH(OpMAIH 4Yepe3 (U3HYecKyIO Cpety JI0
TEXHUUYECKOIO CPEJICTBA, OCYIECTRIISIOIErO TepexBaT HHPOPMAIHH.

Yupexaenne — yupexxIeHHs 3paBOOXPAHEHUS, COLHATBHOM Cepbl, Tpyaa U 3aHATOCTH.

Ysa3BuMocTb — €11a00CTh B CPEZICTBAX 3aLUTHL, KOTOPYIO MOXKHO MCIOJIB30BATh JUIS HAPYIIEHHUs
CHCTEMBI WM COJIepIKallieicst B Helt HH(OpMAaIiH.

HesoctHOCTL  MH(OpMALMH — CHOCOOHOCTH  CPEICTBA  BBIYMCIMTENLHON TEXHHKH WM
ABTOMAaTH3UPOBAHHOM CHCTEMBI 00ECIIEUMBATH HEM3MEHHOCTh HH(OPMAITMH B YCIIOBUSIX CITy4alfHOrO W/HIIH
IpeIHAMEPEHHOT0 UCKAKEHHUS (pa3pyIleHus ).

OBO3HAYEHUWSA U COKPAILLIEHUSI
ABC — aHTHBHPYCHBIE CPEACTBA
APM — aBromMaTH3upOBaHHOE paboyee MecTo
BTCC — BcnomorarenbHble TEXHUYECKHE CPEICTBA U CHCTEMBI
WCIT/Iz — undopMarmonHas CHCTeMa NepCOHATBHBIX JTAHHBIX
K3 — xonTpompyemast 301a

JIBC — nmokaipHast BEIUMCIIUTENIbHAS CETh
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[TIPABUTEJIbCTBO CBEP/JIOBCKOM OBJIACTHU
MUHMCTEPCTBO coLmanbHOM NoNUTHKH CBepUIoBCKOi 061acTH
T'AY “O6aacTHO# HEHTP peadHINTAIHH HHBAJIHA0B”

IosuTHKAa HHGOPMALHOHHOH 0€30NACHOCTH

? NHpopMaLHOHHBIE CHCTEMbI NEPCOHAIBbHBIX TaHHBIX

MD — MexceTeBOH IKpaH

HCJ] — HecCaHKIIMOHMPOBAHHBIN JIOCTYII

OC — omeparoHHas cHCTeEMa

IT/1H — nepcoHaIbHbIE JIAHHbIE

[TMB — mporpaMMHO-MaTeMaTHYECKOE BO3/ICHCTBUE

1O — nmporpammHoe obecneueHue

I[TOMHH — noGoYHbIe 371eKTPOMArHUTHBIE W3JTyYeHUs H HABOIKH
CA3 — cuctema aHanu3a 3alHIIEHHOCTH

C3U — cpencta 3amuThl HHGOPMAITHH

C3I1/Ia — cucreMa (moicucTeMa) 3alUThl IEPCOHAIBHBIX JaHHBIX
COB - cucrema 0OHapyKEHHUsI BTOPKEHHI

TKVYMU — TexHUYECKHE KaHAIBI YTeYKU HH(OpMaLm

VBIT/IH — yrpo3s! 6€3011aCHOCTH NEPCOHATBHBIX JITAHHBIX

BBEJIEHUE

Hacrosmas ITonutrka uHGOpMAMOHHON Oe30macHoCcTH yupexaenus (nanee — [lonmuTuka)
['ocy1apcTBEHHOTO aBTOHOMHOTO yu4pexaeHHs «OO01acTHOH LEHTp peaOWIMTalu¥ HHBAIHIOBY
(Manee - Llentp), paspaborana B LleHTpe U sBisieTcs OQUIHATBHBIM JTOKYMEHTOM.

[TonuTHKa pa3paboTaHa B COOTBETCTBHHU C LIEJISIMH, 3a/lauaMH M IPHHIUIIAMH 00ecreyeH s
6e3011aCHOCTH  MEPCOHAIBHBIX  JaHHBIX H3IOKeHHBIX B KoHuenmum — HHpOpMaNHMOHHOM
6e3omacuoctu MCI1J] LlenTpa.

[Tonutuka pa3paboTaHa B COOTBETCTBUH ¢ TpeOoBanusaMH (DeepaabHOro 3aKoHa
ot 27 utonsg 2006 r. Ne 152-®3 «O mepcoHaNBHBIX JaHHBIX» U MocTaHoBiIeHHs [IpaBuTenncrBa
Poccuiickoit ®exmeparu ot 11 HosiOps 2007 r. Ne781 «O6 yreepxkaenuu Ilonoxenus
00 obecrieueHuy 0€30MAaCHOCTH MEPCOHAIBHBIX JIAHHBIX IMpHU MX 00paboTke B MH(OPMALMOHHBIX
crcTeMax MepCOHATBHBIX JAHHBIX», HA OCHOBAaHHUH:

- «Pexomenamuii mo obecrmedeHUI0 OE30MacHOCTH IMEPCOHATBHBIX JAaHHBIX IPU HX 00paboTke
B MH(OPMAIIMOHHBIX CHCTEMaX IEePCOHAIBHBIX JaHHBIX), YTBEPXKIEHHBIX 3aMECTUTEJIEM JIMPEKTOpa
OCTIK Poccun ot 15.02.2008 r.;

- «TunoBeIX TpeOOBaHMI MO OpraHU3aMU U 00eCHeYeHUI0 (PYHKIMOHUPOBAHHS IH(POBATBHBIX
(kpunrorpaHUecKUX) CpPeACTB, MpeJAHA3HAUCHHBIX I8 3alUMThl MHGOpMALUH, HE cozaep)Kaliei
CBEJICHUH, COCTABJISIONX FOCYIapPCTBEHHYIO TalfHy B Cllydae MX HCIIOJIb30BaHMS /sl OOecTieyeH sl
0€30MaCHOCTH IE€PCOHANBHBIX JaHHBIX OpH HX 00paboTke B HMHGMOPMAIMOHHBIX CHCTEMAX
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TIPABUTEJILCTBO CBEPIJIOBCKOM OBJIACTH
MuHHCTEPCTBO COLMANbHON MonUTHKH CBepU1oBCKOM 001acTH
T'AY “O6aacTHO# HeHTp peadHINTANHH HHBAJIHI0B”

IMoauTnka uHGOPMALIHOHHOH 0€3011ACHOCTH

NudopManuoHHble CHCTEMBI EPCOHAIbHBIX JaHHBIX

NepCOHANBHBIX AaHHBIX», YTBEPXKIEHHBIX pykoBoacTBoM 8-ro Llentpa ®Ch Pocenn 21.02.2008 r.
Ne 149/6/6-662.

B IMonutuke onpenenersl TpeboBanus K nepconany MCII/IH, creneHb OTBETCTBEHHOCTH
nepcoHasa, CTPYKTypa H HEOOXOMHMBIH YPOBEHb 3allMIIEHHOCTH, CTAaTyC M JIOJDKHOCTHBIC
ob6s3aHHOCTH paOOTHHKOB, OTBETCTBEHHBIX 3a oOecrneueHne 0e30IacHOCTH MePCOHABHBIX TaHHBIX
B UCIIJIn LlenTpa.

OBLIHME ITOJIOKEHUSA

Llenpto Hactosmel [TonuTuku sBiseTcs obecreueHHe O€30MIaCHOCTH OOBEKTOB 3allUThI
IleHTpa OT BCEX BHUIOB Yrp0O3, BHEIIHUX M BHYTPEHHMX, YMBIULIEHHBIX U HENPEIHAMEPEHHBIX, MH-
HUMH3alKs yepOa oT BO3MOXKHOHU peanu3anuu yrpo3 6esonacHocts I1/In (YBIIIH).

be3onacHoCTh MepCOHAIBHBIX JTAHHBIX JIOCTHTaeTCs yTeM HCKITIOYEHHS
HECAHKI[MOHUPOBAHHOTO, B TOM YHCIE CJIy4YalHOro, JOCTyna K II€PCOHAIBHBIM [IaHHBIM,
pe3yJbTaTOM KOTOPOrO MOXKET CTaTh YHHYTOXKEHHE, M3MEHEHHE, OJIOKMpOBaHHE, KOMHPOBAHHE,
pacrpocTpaHeHHe IIePCOHAIBHBIX JaHHbIX, @ TAK)Ke HHBIX HECAHKIIMOHUPOBAHHBIX JCHCTBHI.

Nudopmaryist ¥ CBSI3aHHBIE ¢ HEH pecypehl NOJUKHBI OBITH JOCTYIHBI JUIS ABTOPHU30BAHHbIX
nosnp3oBareieii. JIOJDKHO OCYIIECTBIISTECS CBOEBPEMEHHOE OOHApy)KEHUE W pearMpoBaHME Ha
VBII/IH.

Taxke JOKHO OCYIIECTBISATHCS MPEAOTBpAllCHHE IPEAHAMEPEHHbIX HIIM CIIyYalHBIX,
YaCTUYHBIX MM IOJHBIX HECAHKITHOHHMPOBAHHBIX MOAUDUKAINHA HIIM YHHUTOKEHHS TaHHBIX.

OBJIACTH JAENCTBUSI

Tpe6oBanus Hacrosieit [IONHTHKH pacrnpocTpaHsioTCs Ha BceX paGoTHukoB Llentpa
(IUTaTHBIX, BPEMEHHBIX, pabOTAIOIMX [0 KOHTPaKTy M T.I.), & TaKkKe BCEX MPOYUX JIHI[
(MOapAAYMKH, Ay AUTOPEI U T.I1.).

CUCTEMA 3AHIUTHI IEPCOHAJIBHBIX JTAHHBIX

Cucrema 3amuThl nepcoHanbHbIX AaHHbIX (C3I1/{H), cTpouTCcs HA OCHOBAHMH:
- OTYeTa 0 pe3yJibTaTax MPOBEICHUS BHYTPEHHEN IPOBEPKH;
- TIepeYHs IEPCOHATIBHBIX JJAHHBIX, IT0JIIEXKAIIUX 3aIIHUTE;
- aKkTa KIaccu(UKauu HHPOPMALTHOHHON CUCTEMBI IEPCOHAIBHBIX TaHHBIX
- MOJIeJH Yyrpo3 0e30MacHOCTH NMEPCOHAIBHBIX TaHHBIX
- TI0JIOYKEHHS O pa3rpaHUYeHHH IIPaB A0CTyma K 00pabaTeIBaeMbIM IIEPCOHAIBHBIM JIAHHBIM;
- pykoBoasiux 1okyMeHToB DCTOK u @Cb Poccun.

Ha ocHOBaHMM 3THX JOKYMEHTOB OIIpeJessieTcsi HeOOXOAUMBIH YpOBEHb 3alIMIIEHHOCTH
[1JTa UCII/Ta Llentpa. Ha ocHOBaHMH aHanu3a akTyalbHBIX yrpo3 6e3omacHoctu [1/In onucannoro
B Mogemun yrpo3 u Otuera O pe3yibraraX IPOBEICHHS BHYTPEHHEH IIPOBEPKH, Je/laeTcst
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[IPABUTEJIbCTBO CBEP/JIOBCKOM OBJIACTH
MUHHCTEPCTBO CoLMaIbHOM NoMIUTHKH CBepu1oBCKOi 0bacTu
LAY “O06acTHOl HEeHTpP peadHInTAHH HHBAJIHA0B”

IHonuTHka HHGOPMAHOHHOH 0€30MACHOCTH

NudopmannoHHbIe CHCTEMBI NEPCOHAIbHBIX TaHHBIX

3aKJIIOYEHHE O HEOOXOJMMOCTH HCIIOJIB30BaHUS TEXHUYECKHUX CPEACTB M OpraHM3aldOHHBIX
MeponpusThil st obecriedenus OesomacHocTd I[1/IH. BriOpannble HEOOXOMMMbIE MEPONIPHSATHS
otpaxarotcs B [Inane MeponpusTuii mo odecneyenuio 3amuThl I1/IH.

Jlna WUICITJIn mo/mkeH OBITH COCTABIEH CIHCOK MCIHOJIb3YEMBIX TEXHHYECKHX CPEICTB
3aIUTHL, a TaK JK€ MPOrpaMMHOro oOecreyeHus ywacTByromero B obpabortke I1/{n, Ha Bcex
anementax UCIT/Ix:

- APM nons3oBaTenei;
- cepBepa MpHII0KEHUH;
- CVB/;

- rpanuua JIBC;

- KaHAJIOB TIepe/Iaui B CETH OOIIEro MoJIb30BaHUs U (MIIH) MEXIYHApOIHOIO 0OMEHa, €C/IM 110 HUM
nepenatorcs [1/11.

B 3aBucumocTH oT ypoBHs 3ammuuienHoctd VCII/Ia u akryansneix yrpo3, C3IIJIn moxer
BKJIFOYATh CJICAYIOIINE TEXHUYECKHE CPE/ICTBA:

- QHTUBHPYCHBIE CPEJCTBA JJIsl pabOYMX CTAHIMM I10JIL30BATENIEH U CEPBEPOB;
- CpeJICTBA MEIKCETEBOr0 SKPaHHUPOBAHMS;

- cpezicTBa KpunTorpadhuyeckoi 3ammuTel HHPOPMAIMH, IIPH Nepeade 3aluinaeMon nH(GopMauu
IO KaHaJlaM CBSI3H.

Tak ke B CIHCOK JOJDKHBI OBITh BKIIOUEHBl (DYHKIMH 3alUThI, oOecreunBaeMble
mTaTHEIME cpezicTBamMu oOpabotku I[1/1H, onepanuonueiMu cuctemamu (OC), npukiaaubiv 110
U CIEHATbHBIMH KOMILIEKCAMH, PEalU3yIOMUMH cpeacTBa 3auuThl. Coucok (QyHKUMH 3aIiuThl
MOKET BKJIIOYATh:

- YIpaBJIeHHE U Pa3TpaHUYECHHUE J0CTYIIa I0Ib30BaTEIICH,
- PErHCTPALHIO ¥ y4eT JeHCTBUI ¢ MHpOpMaLHei;

- obecrieueHue LEJTOCTHOCTH JaHHBIX

- IPOU3BOCTBO OOHAPYIKEHHUS BTOPIKEHHH.

CrnmcoK HCIOJMB3yeMBIX TEXHHYECKHX CpEACTB oTpaxaercs B Ilmane Meponpusatuil 1o
00eCIeUeH IO 3aIlUThl [EePCOHAIBHBIX MaHHBIX. CHHMCOK MCIIOJIB3YEMBIX CPEICTB JOJDKEH
O/UIEP)KUBATECS B AKTyaJIbHOM COCTOSIHUHM. IIpM HM3MEHEHHMH C€OCTaBa TEXHMYECKHX CpEICTB
3amuThl wiH 1eMedToB VCIT/IH, COOTBETCTBYIOIINE H3MEHEHHUS 10JKHBI ObITH BHECeHB B CIIHCOK
¥ yTBEp)KIEHbI pyKoBoauTeraeM LIeHTpa MM JIMIIOM, OTBETCTBEHHBIM 3a OOECHEYEHHE 3allUThI
I1)1H.

TPEBOBAHUS K IIOJACUCTEMAM C3I1/1n

C3I1/Iu BxiIrOYaeT B ce0si CleAyIOIUe OJACHCTEMBL:
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L4

TIPABUTEJIbCTBO CBEPJIOBCKOM OBJIACTH
MHUHHCTEPCTBO COLMAIbHON MONMTUKH CBepU10BCKOM 001aCTH
TAY “O0aacTHOl HeHTp peadNINTANHH HHBAJIHWA0B”

IoauTHka HHGOPMALHOHHOI 0€30NACHOCTH

I/Iml)opmauummble CHCTEMBI NEPCOHAJBHbBIX JAaHHBIX

- yIIpaBJIEHUs JOCTYIIOM, PETHCTPAllMK U y4eTa;
- oOecnieueHus EeTOCTHOCTH M JOCTYITHOCTH,

- AaHTUBUPYCHOM 3aIIUTHI;

- MEXXCETEeBOr0 9KpPaHUPOBAHUS;

- aHAJIW3a 3alUILIEHHOCTH;

- 0OHapy>KeHHUsI BTOPIKEHHIA;

- KpUITOrpadHuecKoil 3alMTEL.

IMoncucremsr C3I1/IH umeroT pasiu4uHbii GyHKIHOHAN B 3aBHcuMocTH oT Kiaacca MCII/In,
onpeielieHHOro B AkTe KiaccHbuKanud HHOOPMAMOHHONW CHCTEMBI NEPCOHAIBHBIX aHHBIX.
Croucok coorBerctBusi ¢ynkuuit moxacucrem C3IIJIH kiaccy 3allMINEHHOCTH IPEACTaBIICH
B [Ipunoxenun 1.

NOJACUCTEMBI YIIPABJIEHUS JOCTYIIOM, PETUCTPALIUU U YYETA

I[ToacucTeMa ynpaBiieHHs JOCTYIIOM, PErHCTPALIMHU U ydeTa IpeHa3sHaYeHa [Uls pealn3aluu
CIIEIYIOIIUX ()YHKIIMA:

- uIeHTH(UKAIIMA | TIPOBEPKH OUTMHHOCTH cyOBekToB JocTyna npu Bxoje B UCII/Ix;

- uaeHTH(GUKALMA TEPMHHAJIOB, Y3JIOB CETH, KAaHAJIOB CBA3H, BHENIHMX YCTPOHCTB 110 JIOTHYECKHM
HMEHaM;

- uleHTH(HUKALMH TPOrPaMM, TOMOB, KaTaJoroB, (haiioB, 3alMCeH, TOJIeH 3aIucei 10 HMEeHaM;

- PerucTpaluK BXoja (BbIX0Za) CyOBEKTOB JOCTYNA B CUCTEMY (M3 CHCTEMBI), MO0 perucTpaius
3arpy3Kd U HHULHATH3AIME ONEPAllMOHHOM CHCTEMBI M €€ OCTaHOBKA.

- PEerHCTpalKH MOMBITOK JOCTYIA IPOrPAMMHBIX CPEJICTB (IIPOrpamM, MPOLECCOB, 3a/1a4, 3a1aHHuii)
K 3aluIaeMbeM (aitnam;

- perucTpaly TONBITOK JOCTyNa IPOrPaMMHBIX CPEACTB K TEPMHHAlaM, KaHajlaM CBS3H,
porpaMmmam, ToMam, Karajaoram, daiiam, 3aucsM, MOJISM 3aUCeH.

[ToncucTemMa ympaBieHHs JOCTYIOM MOJMKET OBbITh pealM30BaHa C IOMOMIBIO IITATHBIX
cpencts obpabotku [1/[a (omepammonHbIX cucteM, npuioxkenuit 1 CYB]I). Tax xe moxer ObITh
BHEJPEHO CIENHATbHOe TEXHHYECKOe CPEACTBO MM HX KOMIUICKC —OCYLICCTBISIOMINE
JIOTIOJIHATENBHEIE MEPhI 10 ayTeHTH(HUKAMU M KOHTpoymo. Hanpumep, nmpumeHeHHe eIMHBIX
XPaHHJIHMII YYETHBIX 3aliceil MMOJIb30BaTelell M PEerHCTPAllMOHHOH MH(OPMAIMK, UCIIONb30BAHHE
GMOMETPHYECKHUX M TEXHHYECKHX (C MOMOIIBIO 3EKTPOHHBIX MPOIYCKOB) Mep ayTeHTH(UKALHH

U JPYTHUX.
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[TIPABUTEJIbCTBO CBEPIJIOBCKOU OBJIACTU
MMUHHCTEPCTBO COLMAILHOMN MONMMTHKH CBepIOBCKO# 061acTH
T'AY “O61acTHOl HEHTP peaduIHTAIHHE HHBAJIHI0B”

HosmTHKa HHGOPMALMOHHOH 0€30MaACHOCTH

HNudopmanHoHHbIE CHCTEMbI NEPCOHAIbHBIX IaHHBIX

MOJCUCTEMA OBECIIEYEHUSI HEJIOCTHOCTH U JIOCTYIIHOCTH

[MoacucTeMa obecredeH s eTOCTHOCTH M JOCTYITHOCTH Mpe/lHa3Ha4YeHa [Uls 00ecIeueH st
LeNOCTHOCTH W joctymHocTd I1JIH, mporpammubix u ammapaTHeix cpencts UCIIIn Llentpa,
a TaK JKe CPeJICTB 3alUTHL, [IPH CIIy4aifHON HIH HAMEPEHHOH MO (BUKALIHH.

[loncucremMa peaqu3yeTcs C IOMOINBIO OpraHW3allid — Pe3epBHOTO  KOIMHMPOBAHMA
06pabaThIBaeMbIX TAHHBIX, & TAK K€ pe3epBHpoBaHHeM KioueBbIX dnementoB MCTI/Ix.

MOJJCUCTEMA AHTUBUPYCHOM 3ALIIUTDI

[ToacucTeMa AaHTHBHPYCHOM 3alllUTHl IMpeiHa3HayeHa s OOecreyeHus aHTHBHPYCHOM
samuThl cepBepoB 1 APM nons3osareneii UCII/{u Lentpa.

CpezcTBa aHTHBUPYCHOI 3alUTHI IPEIHA3HAYEHBI JUTS PEATH3aliH CIIE/lFOUNX DYHKIIHIL:
- Pe3UIeHTHBIH aHTHBUPYCHBI MOHUTOPHHT;
- aHTUBHPYCHOE CKaHUPOBAHHE;
- CKpHIT-0JOKHPOBAHHE;

- LEHTPaJIM30BAHHYIO/yIACHHYIO0 YCTAHOBKY/IE€HMHCTAUIIUAIO ~ AHTUBUPYCHOTO  HPOJYKTa,
HACTPOMKY, aIMHHUCTPHPOBAHHE, IIPOCMOTpP OTUETOB M CTATHCTHUYECKOH HH(OpMaruy 1mo pabdore

MPOIYKTa;
- aBTOMAaTH3UPOBAaHHOE OOHOBJICHHE AHTHBHPYCHBIX 0a3;

- OrpaHMYeHHE TpaB IOJB30BATENIsl HAa OCTAHOBKY HCIONHAEMBIX 3a1ad M H3MCHEHHS HACTPOEK
AHTUBUPYCHOTO IIPOTPAMMHOTO 00€CTIeUeHH s ;

- aBTOMATUYECKHUI 3aIyCK cpa3y MocIIe 3arpy3KH ONEPalHOHHON CHCTEMBL.

[ToxcucTemMa pealu3yeTcs MyTeM BHEIPEHHs CIEMHaIbHOT0 aHTHBUPYCHOTO MPOrPaMMHOI0
obecnieyeHus Ha Bce neMmenTs MCII/IH.

INOJCUCTEMA MEKCETEBOI'O DKPAHUPOBAHUS
[ToxcucTeMa MEXCETEBOr0 3KpaHHUPOBaHUS IpeIHa3Ha4yeHa Ul peajn3alud CIeayIoluX
GyHKIuMi:
- QuibTpanMM OTKpBITOrO H 3amu@poBaHHOro (3akpeitoro) IP-Tpaguka mno crieayommum
napameTpam;
- (ukcauu BO BHYTPEHHHX JKypHaJaX HH(OpMaM{ O MPOXOSINEM OTKPBITOM H 3aKPHITOM
[P-tpaduxke;

- uaeHTHHKALUY U ayTeHTH(GUKAIHA aIMUHHCTPATOPa MEKCETEBOrO SKpaHa IPH €ro JOKaIbHBIX
3arpocax Ha J0CTYII;
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TIPABUTEJILCTBO CBEP/IJIOBCKOU OBJIACTH
MHHHCTEPCTBO COLMA/IbHOM MOJIMTHKH Caepas10BCKO# 00s1acTi
TAY “O61acTHOl HEHTP peaduInTAIHH HHBAIMAO0B”

MoauTHka HHGOPMAITHOHHOH 6€30MaCHOCTH

HHq)OpMaIIHOHHble CHCTEMBbI IIePCOHAIBHBIX JAHHBIX

- permcTpanuu BXoja (BBIXOJa) aIMUHICTPATOPa MEKCETEBOr0 SKpaHa B CHCTCMY (M3 cuCTEMBI)
7160 3arpy3Kd U HHUIMAIM3AIHA CHCTEMBI 1 €€ IPOrpaMMHOH OCTaHOBKH

- KOHTPOJIA [IEIOCTHOCTH cBOEH I'IpOl"paMMHOPI H I/IH(l)OpMaIIPIOHHOH qacTHu,

- (UIBTpAIMH [AKETOB CIIYXEOHBIX IPOTOKOJIOB, CIy)AlMX i THArHOCTHKH M yIIpaBICHUS
paboTOii CETEBBIX yCTPONCTB;

- (bnnb"rpauun C Yy4E€TOM BXOIHOTO H BBIXOJHOI'O CETEBOT'O IrIHTep(l)eﬁCa, KaKk CpeACTBO IPOBCPKH
MOJJIMHHOCTH CETEBBIX aIpECOB;

- pErucTpanuy 1 yueTa 3arpalriBacMbIX CEPBHCOB MPUKIIAAHOI'O YPOBHS;

- GUOKHpOBaHMS JOCTYNAa HE WACHTU(DUIHPOBAHHOIO obbekTa MM CyOBEKTa, IOUIMHHOCTH
KOTOPOTO IpH ayTeHTH(HHKALUMK HE [OATBEPINIIACH, MCTOIAMH, YCTOHYMBBIMH K IIEPEXBATY;

- KOHTPOJIA 3a CETEeBOM aKTUBHOCTBIO l'IpI/IIIO)KCHI/II/I u 06Hapy>1<emm CETEeBbIX aTakK.

[loncucreMa  peaju3yeTcs — BHEIAPEHHEM  [POrPaMMHO-AMIAPAaTHBIX — KOMILICKCOB
MEKCETeBOro SKpanuposanus Ha rpanuue JICB, kmaccom He HUKE 4-ro.

MOJICUCTEMA AHAJIM3A 3AIMUIIEHHOCTH

[TojcucTeMa aHATM3a 3AIMIIEHHOCTH, JOIDKHA 00eCreuMBaTh BbIABICHHS YSI3BUMOCTEH,
CcBS3AHHBIX ¢ ommOkamu B koHurypamuu [10 WCIIJIH, KOTOpble MOTYT OBITH HCIOIL30BAHDI
HapyIIMTENIeM [UT peaTu3alliy aTaky Ha CHCTEMY.

OYHKIMOHAT TOACHCTEMBI MOKET OBITh pealn3oBaH MPOrPaMMHEIMH M [POrpaMMHO-
anmapaTHbIMU CPEICTBAMH.

[NOJCUCTEMA OBHAPYKEHUS BTOPKEHUMI

TToacucTeMa OOHApYKeHHs BTOPXKEHHH, JOJDKHA 00ecreynBaTh BBIABICHHE CETEBLIX aTAK
na s1ementsl UCIIJIH MOAKIIOYEHHBIE K CETSM OOLIero Mmoyb30BaHus 1 (W) MEXKYHapOIHOTrO
oOMeHa.

OYHKIHOHAT MOACHCTEMBI MOKET ObITh peanu30BaH NPOrPaMMHBIMH M HpOTPAMMHO-
anmnapaTHBIMU CPEJICTBAMH.

MOJACUCTEMA KPUINITOIPAOMYECKOM 3ALLMThI

[Toxcuctema Kpunrorpadudyeckod 3alluThl INpelHa3’Ha4YeHa Ui HCKIIOYCHHA HCJ
k sammmaemoii uHpopmaruu B VCII/{a Llentpa, npu ee mepeiaye Mo KaHalaMm CBA3H ceTei
06IIIero mob30BaHUs H (M) MEXKIYyHAPOIHOTro OOMEHa.

[loncucremMa peanu3yeTcs B BHIC BHEIPEHHS KpUNTOrpaguyeckux MporpamMMHO-
anmapaTHbIX KOMILIEKCOB.
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TIPABUTEJILCTBO CBEP/IJIOBCKOU OBJIACTH
MHHHCTEPCTBO COLMAIbHO#M MOMMTHKHM CBEpAIOBCKOH 001acTH
TAY “O6aacTHOl HeHTP peadHInTANH HHBAJINHI0B”

MoauTuka HHGOPMALHOHHOH 6€3011aCHOCTH

NupopmManoHHbIe CHCTEMbI IEPCOHAIBHBIX IAHHBIX

IMOJIL3OBATEJIH UCII/In

B Konuenmuu HHOOPMALMOHHONW O€30MaCHOCTH ONPEACNICHBl OCHOBHBIC KaTCropHH
monp3oBareieli. Ha OCHOBAaHMM OJTHX KATeropwil IO/DKHA OBITh IPOM3BEICHA TUIH3ALUA
nonb3oBareneit UCITJ{H, onpeseneH X ypoBEHb I0CTyNa U BO3MOXKHOCTH.

B MCII/lz LleHTpa MOXHO BBIIEIATH JBE CIEIyIOIME TPYNIBl IOJIb30BATENCH,
yyacTBYIOIMX B 00paboTke u Xpanenuu [1]1H:

- anmuHKcTparopa 6esonacHoctd MCIT/TH;
- oneparopa (APM) UCII]Ix;

JlaHHble O TPYNNax MoJb30BaTelell, yPOBHE X JOCTyNa U MHPOPMHPOBAHHOCTH JOJIKHBI
ObITh  oTpakeHb! B IlomOXKEHMHM O pasrpaHHYeHHH TIIpaB JOCTyma K oOpabaTbIBaeMbIM
MePCOHATBHBIM JaHHBIM.

AJIMUHUCTPATOP BE3OITACHOCTH UCIITH

Anmunauctparop 6eszonacuoctd VICIIJIH - paboTauk LleHTpa Win CTOPOHHEH OpraHu3aliy,
OTBETCTBEHHBIH 3a:
- HacTpoiiky, BHeapenue i conpooxaenue UCIT/TH;
- (PyHKIIMOHHpPOBAHHUE TeleKOMMyHHKannoHHOM nojcuctemsr MCI1IH;
- ¢ynkumonuposanue C3I1J{H, BKIIOYas OOCIHy)XKHBAaHHE W  HACTPOHKY KOMIOHEHTOB
aJIMMHHCTPATHBHOI, CEpPBEPHON U KJIMEHTCKOM 0as;
- obecnieuenne HyHKIHMOHMPOBAHHS IOCHCTEMBI ynpasiaenus noctynom k MCTITa.
Anvunuctparop OeszomacHoctn MCIIJIn  obnamaer criexyroluMM —ypoOBHEM JIOCTyHa
Y 3HAHWH:

- IoJIHO# HH(MOpPMAIHEH O CHCTEMHOM H IPHKIIATHOM MPOrPAMMHOM 00eCTIeUeHIH NCIIdx;
- MoJIHOM HH(bopMalmMeii 0 TeXHuYecKnX cpecTBax 1 konpuryparun NCIT/IH;
- nadopManueit 06 anropuT™Max H mporpaMmax 06paboTku HHpOpMAIMK Ha NCII/x;

- BO3MOJKHOCTSMHM BHECEHHs OIIMOOK, He JeKJIapUPOBAHHBIX BO3MOJKHOCTEH, IPOrPaMMHBIX
3aK/IaJ0K, BPEIOHOCHBIX mporpamM B mporpammuoe obecnievenue VCII[ Ha crammm ee
pa3paboTKH, BHEJAPEHUS U COIPOBOKICHHUS;

- paBaM¥ KOH(GUTYPUPOBAHUS ¥ aIMUHHCTPATHBHON HACTPOHKH TEXHHYECKHX CPEICTB UCII/In;

- UMeeT (U3MYeCKuil 1ocTyn K yacTu KmodeBblx dneMenToB UCII/(H, K TeXHHYECKMM CPEICTBaM
006paboTkn MHPOPMALMH, CPEJACTBAM 3aIIMTHl MHPOPMALMK M IPOTOKOIMPOBAHMSA, JAHHBIM
UCIIdH;

- 3HACT, 110 MEHBIIIEH Mepe, OJHO JICTAJIBHOE UM JOCTYTIA,

- MOXeT pacronararh Jo0bvMu pparvenTamu uHpopmarnyu o Tononorun UCTI/IE 1 TeXHUYECKHX
cpenctBax 06paboTku u 3aumth! I1/1H, o6pabareiBaembix B UCII/IH.
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MMPABUTEJILCTBO CBEP/IJIOBCKOM OBJIACTH
MunucTEpCeTBO couranbHON NoMUTHKH CBEpAIOBCKO#M 061acTH
I'AY “O6aacTHoii HeHTp peabHIHTANNH HHBAJIHI0B”

IloauTHKa HHPOPMALHOHHO 0€30MaACHOCTH

HNndopmanHoHHbIE CHCTEMBI NEPCOHAIBbHBIX AaHHBIX

- HMEET IpaBoO JOCTyNa K KOH(QHUIYPHPOBAHHIO TEXHHYECKHX CPEJICTB CETH, B TOM 4HCIE
KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX).

Anmunuctparop 6ezonacHoctu UCIT/IH ynmonHoMoueH:
- OCYLIECTBIIATH MPEJOCTABICHUE W pa3srPaHUYEHHE JOCTYIIa KOHEUHOrO 110JIb30BaTess (oneparopa
APM) k 3neMeHTaM, XpaHsIIUM [IePCOHAIILHBIE JaHHEBIE.

- peaM30BBIBaTh NOJMTHKY Oe3omacHOCTH B 4acTH HacTpoiiku CK3U, MexceTeBBIX 3KpaHOB U
CHCTeM OOHAapyXeHHs arak, B COOTBETCTBHH C KOTOPBIMH IOJIb30Barels (omepatrop APM)
II0JIy4YaeT BO3MOXKHOCTB paboTtaTh ¢ anementamu MCII/IH;

- OCYLIECTBJIATH ayAUT CPEACTB 3alllMThI,

- B Cllyyae HEOOXOJMMOCTH yCTaHABIHBATh JOBEPUTEIIbHBIE OTHOLIEHHUS CBOEH 3aIIUILECHHON CeTH
C CETSIMH IPYTHX YUPEIKICHHIA.

OIIEPATOP (APM) UCII/TH

Omneparop (APM) UCII/In, pabotuuk Llentpa, ocymiectsisiommii o6padotky I1/1H.
Ob6pabotka I1/1H BKIIOYaET:

- BO3MOXHOCTH npocmoTpa [1]1H;

- pyuno# BBoa I1/[n B cuctemy UCIT/Tx;

- popMHpPOBaHKE CIPABOK M OTYETOB 0 HH(pOpMAIHH, oIydeHHo# n3 MCIT/(H.
Onepatop UCI1/Ia o6nagaer u pacroaraer:

- BCeMH HEOOXOAMMBIMH aTpuOyTamu (HampuMep, maposieM), OO0eCHeYMBAIOIMMH JOCTYII
K HEKOTOpoMy noaMHOkecTBY [1/1H;

o KOH(bHIICH].IPIaJIBHbIMH JAaHHBIMH, K KOTOPBIM UMEECT HeHOCpeﬂCTBeHHbIﬁ JOCTYII.

Oneparop He MMEET NMOJHOMOYHH IUIS YIpaBICHHs MOACHCTEMaMH 0OpaGOTKH JaHHBIX
u C3I1/[n.

TPEBOBAHMUS K IIEPCOHAJLY 110 OBECIIEYEHUIO 3AIUTEI I1/1n

Bce pabornuxu Llentpa, sBustouuecs mons3zoBareasmu MCITJIH, 10/KHBI YeTKO 3HATH U
CTPOrO BBINOJIHATE YCTAHOBJICHHBIE IpaBMJIa M OOS3aHHOCTH IO JOCTYIY K 3allUIaeMbIM
00BbeKTaM U COOIIOACHUIO IPUHATOrO pexxuMa 6ezomacuocty I1/H.

[Ipu BCTymIeHMH B JO/KHOCTH HOBOTO pabOTHHKA HENOCPEACTBEHHBIH HAYATIBHHUK
NO/Ipa3/ie/IeHusl, B KOTOpOE€ OH IOCTymaeT, o0si3aH OpraHu30BaTh €ro O3HAKOMJICHHE
C JOJDKHOCTHOM HMHCTPYKUMEH H HEOOXOIMMBIMH JOKYMEHTAMH, periiaMeHTHDPYIOIIHMMU
TpeboBanus no 3amure I1/IH, a Takke 0OyuyeHHe HABBIKAM BBIIOIHEHHS TIPOLELYD, HEOOXOTHMMBIX
JUIS CAHKIHOHUPOBAHHOTO ucnobzoBanus UCIT/{x.

PabOTHUK NO/DKEH OBITH O3HAKOMJIEH CO CBEACHMSIMM HacTosuieil [ToJuTHKH, NpUHATHIX
npouenyp pabotsi ¢ anementamu UCIT/a u C3I1/IH.

Pabotnuku LleHTpa, MCIONB3yIOIHE TEXHHYECKHE CPEACTBAa ayTeHTH(HKALHHU, IOJIKHBI
o0ecreurBaTh COXPaHHOCTh MACHTU()HKATOPOB (3IEKTPOHHBIX Kioueit) u He momyckats HCJI k

15
Honxcnocmeo Damunusn/ [Moonucey Mama
Paspadoman | 3asenyroumit OCuAP Hctomuu B.A. -
Iposepun 3amectuTeb Aupextopa no HMP | I'aspunosa H.1O. Wﬁj//
Coznacosan | 3amectutens aupekropa no AXP | ITeuennk H.I'. W
Bepcus: 2 K9: VO Ne Cmp. 15 u3 22




TTIPABUTEJIbCTBO CBEPJIJIOBCKOW OBJIACTHU
MuHuCTEpCTBO coLHabHON nonuTHkH CBepu1oBCKO 061acTH
TAY “O06aacTHON HeHTp peabHJINTAIMH HHBAJIHI0B”

IMouTHKa HHPOPMALTHOHHOMH 0€30MACHOCTH

s NudopmannoHHbIe CHCTEMBI NEPCOHANBHBIX IAHHBIX

HHMM, a TaK K€ BO3MOJKHOCTh HX YTE€PH WM HCIIOJIB30BaHMs TpeTbUMHU juuamu. [loap3oBartenn
HECYT MEPCOHAIBHYIO OTBETCTBEHHOCTD 3a COXPAHHOCTh HAECHTH()UKATOPOB.

PaGoruuku [leHTpa [OJDKHBI CJI€I0BaTh YCTAHOBICHHBIM MPOLEAYpaM I0UIEPKaHHsI
pexuma GesomacHoctd [1JIH mpu BhIOOpe M HCIIOIB30BAHMM Iapojiel (€CiH HE HCIOIb3YIOTCS
TEXHHYECKHEe CPECTBA ayTeHTU()UKALIUH).

Pa6oruuku IleHTpa MOMKHBI OOECHEYMBATH HAJIEKAILYIO 3alMTY 000pyIOBaHHS,
OCTaBJIIeMOro 0e3 MPHCMOTPa, OCOOEHHO B TEX CIydYasX, KOrja B IOMEIIEHHE HMMEIOT J0CTYIl
IOCTOPOHHHE JHIa. Bce monbp3oBaTeNd DOJDKHBI 3HaTh TpebGoBaHus mo OGeszomacnoctd [T/1a u
IpOLEYPHI 3aIIUTEl 000PYIOBAaHUS, OCTABIEHHOr0 03 MPUCMOTPA, a TAKXKE CBOM 00A3aHHOCTH 110
o0ecrieueHHIO TaKOH 3alUTHI.

PaGoTHHKaM 3ampelaercs YCTaHaBIMBATh IIOCTOPOHHEE IIPOrpaMMHOE OOeCneueHue,
IOJIKJIFOYaTh JTHYHBIE MOOHIIBHBIE YCTPOMCTBA M HOCUTENH HH(OpMAIMH, a TaK ke 3aluChiBaTh Ha
HHX 3alHIIaeMy0 HHOPMAIHIO.

PaGoTHMKaM 3armpeniaeTcsi pasriamark 3aliuiiaeMylo MHGOpMaLuIo, KOTopas craja UM
H3BECTHA MpH paboTe ¢ UHPOPMAITMOHHBIMH cHCcTeMaMH LIeHTpa, TpeTbHM JIHIaM.

[Ipu pabore c¢ I1JJln B UCII[In paGortHuku llenTpa 00s3aHBI 00ECHEUUTH OTCYTCTBHE
BO3MOXKHOCTH npocmoTtpa [1/{H TpeTbumu nunaMu ¢ MOHUTOPOB APM uiM TepMuHAIIOB.

ITpu 3aBepmernu padotsl ¢ UCIT/In pabotHuku 06s3anbl 3aiuTuTh APM Miin TepMuHaibl
C TIOMOIIBIO OJIOKHPOBKH KJIFOUOM HIJTH 3KBUBAJIEHTHOTO CPEICTBA KOHTPOJIS, HAPUMEp, J0CTYIIOM
IO TTapOoJTI0, €CJTH HE MCIIOJIB3YIOTCS O0Jiee CHIIbHbBIE CPECTBA 3aIUTHI.

PaGorauku IleHTpa A0/DKHBEI OBITH NPOUH(GOPMHPOBAHBI 00 yrpo3ax HapylIEHHUs peKuMa
oesonmacHoctd IT/[H U OTBETCTBEHHOCTH 3a ero HapymeHue. OHHU JOJDKHBI OBITH 03HAKOMJICHBI €
yTBEPXKIEHHOH (opManpHOH mpoueaypoil HalOKEHHs JUCLHMIUIMHAPHBIX B3BICKAHMH Ha
pabOTHHKOB, KOTOPBIE HAPYIIHIIH IPHHATHIE IOJMTHKY U IIpoueayphbl Oe3omacHocty [1/1H.

PaGoTHuku o00s3aHpl 0e3 mpoMemieHHss coolmarek 000 BcexX HaOIIOAaeMbIX HIIM
1o103puTeNbHbIX cinydasx paborer MCIT/IH, Morymmx mosieds 3a coOOM yrpo3sl 0e30macHOCTH
[1/11, a TakKe O BBHIABIEHHBIX UMH COOBITHSAX, 3aTparuBaromux OezomacHocTs [1/[H, pykoBOACTBY
no/Ipas/ieNieH sl ¥ Iy, OTBEYAIOIeMy 3a HEMEIICHHOE pearHpoBaHHE Ha Yrpo3bl 0€30IacHOCTH
I1]1H.

JIOJDKHOCTHBIE OBSI3AHHOCTH IOJIb30BATEJIEN UCT/In

JlomokHOCTHBIE  0Osi3aHHOCTH —mosb3oBareneid MCIIJH  10kHBI  OBITH  3aKpeIUIeHbI
CIIeYIOUIMMH JOKYMEHTAMH:

- HHCTPYKUHs agMuuucTpartopa 6ezonacHoctu UCII/In;

- HHCTPYKUHs noab3oBares (oneparopa APM) UCIIT/In:;

- HHCTPYKIHSA M0/1b30BaTe/Isl IPH BO3HHKHOBEHHH BHEIITATHBIX CHTYAIMI.
OTBETCTBEHHOCTD ITEPCOHAJIA OBCJIY>XXMBAIOILEI'O UCII/1H

B cootBercTBUHM co cT. 24 DenepanbHoro 3akoHa Poccuiickoit @enepauuu ot 27 uions
2006 1. No 152-@3 «O mepcoHaNBbHBIX JaHHBIX)» JIMIA, BUHOBHBIC B HApyLIEHUH TpeOOBaHHM
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[PABUTEJIbCTBO CBEP/JIOBCKOM OBJIACTH
MMHHCTEPCTBO COLMAIBHOM MOANTHKK CBepIIOBCKOM 061acTH
TAY “O6.aacTHO# HeHTp peadHIHTANNH HHBAJIHI0B”

IMoauTHKa HHGOPMALMOHHOH 0€30I1ACHOCTH

HNudopmManHoOHHbIe CHCTEMBbI EPCOHAIbHBIX JaHHBIX

nanHoro @eaepalbHOr0 3aKOHA, HECYT TPaXKIAHCKYIO, YrOIOBHYIO, aJMHMHHCTPATHBHYIO,
JMCIMIUIMHAPHYIO M MHYIO [IPeIyCMOTPEHHYIO 3aKoHomaTenbctBoM Poccuiickoit denepaiuu
OTBETCTBEHHOCTb.

JleficTByiomee  3aKOHOJATeNbcTBO PO MO3BOJNSET  NPEABABIATH TpeboBaHus
0 obecreyeHHI0 Oe30macHoi paGoThl ¢ 3amumaeMoil MH(OpMauued u mpeaycMaTpHBacT
OTBETCTBEHHOCTh 3a HApYIIEHHE YCTAHOBICHHBIX IIpaBuMN OKculyaraunn OBM u  cucrem,
HEMPABOMEPHBIH JOCTYIl K HH(OpMaluM, €ClId OTH ACHCTBHA MPUBENM K YHHYTOKCHHIO,
6I0KHpOBaHMIO, MomuduKauuu MHGOPMAIMM HMIM HapylleHHO paboTsr DOBM mmm  cereit
(crathu 272,273 u 274 YK PO).

Anmunuctparop 6GesomacHoctH MCIIJIH HeceT OTBETCTBEHHOCTH 3a BCE JIeiCcTBHS,
COBEpIIEHHBIE OT HMMEHH €ro Y4YeTHBIX 3aNHCeHl WM CHCTEMHBIX YYeTHBIX 3alHCeH, eciu
He J0Ka3aH (aKT HeCAHKIMOHMPOBAHHOTO HCIIOJIb30BAHMS yIETHBIX 3aIIHCEH.

[Ipu Hapymenusx paGorukamu Llentpa — monbsosareneii VCII/IH mpaBui, CBA3aHHBIX C
GesomacHOCThIO IIJ[H, OHH HECYT OTBETCTBEHHOCTh, YCTAHOBIEHHYIO  JHCTBYIOIIHM
3aKoHOJaTenbcTBOM Poccuiickoit Penepanuu.

[IpuBeneHHble BbIIle TPeOOBaHWS HOPMATHBHBIX JOKYMEHTOB IIO 3allUTE uH(pOpMaIHU
JOJDKHBL OBITh OTpaxkeHbl B [lONOXEHHAX O TmofpasieneHusx LleHTpa, OCYIIECTBIAIOMHX
o6pa6otky I1/ln B UICII/IH# 1 XO/DKHOCTHBIX HHCTPYKIHMAX pabOTHHKOB LleHTpa.

B IMonoxenus o noapasaenenusx Llenrpa, ocymectsisromux obpaborky [1/{n B UCIL/IH,
JIOJDKHBI OBITH BHECEHBI CBEJIEHHS 00 OTBETCTBEHHOCTH HMX DPYKOBOJMTEJEH M COTPYIHHUKOB 3a
pasrialleHHe W HECAHKIUMOHHPOBAHHYIO MOIM(HKALMIO (MCKaKEHHE, danscuduxannro) I1/1H,
a TaK)Ke 3a HEIPaBOMEPHOE BMEIIATENBCTBO B IPOIECCHI HX aBTOMATH3MPOBAHHOH 00pabOTKA.

CIIUCOK HH®OPMAIIMOHHBIX HCTOYHUKOB

OCHOBHBIMH HOPMATHBHO-IIPABOBBIMH M METOAMYECKMMH JOKYMCHTaMH, Ha KOTOPBIX
Oasupyercs HacTosmas [loaMTHKa SABISIOTCS:

1. ®enepanseii 3akon ot 27.07.2006 r. Ne 152-03 «O mepcoHanbHBIX IaHHBIX» (Jajee — o3
«O TepCcOHAIBHBIX JAHHBIX»), yCTAHABJIMBAIOIIMA OCHOBHBIC INPHHLHIILI U YCIOBHS 00paboTKH
[1]In, npaBa, 00A3aHHOCTH X OTBETCTBEHHOCTh YYaCTHUKOB OTHOLICHUH, CBA3AHHBIX C 00paboTkoi
IT]1H.

2. «Ilonoxenue 00 obecredeHHH O€30MACHOCTH IEPCOHATBHBIX JAHHBIX IIPH HMX 00paboTke
B HMHQpOPMALMOHHBIX CHCTEMaX IEpPCOHATBHEIX JaHHBIX», yTBepKAeHHOe IlocTaHoBieHHEM
IIpasurensctBa P® ot 17.11.2007 r. Ne 781.

3. «IlopsaoK TpoBeneHHs KiIaccH(pUKalMud WHPOPMALMOHHBIX CHCTEM MEPCOHANBHBIX JAHHBIX),
yrBepkaeHHblit  coBvecTHbIM Ilpukasom @PCTOK Poccuu Ne 55, ®CBb Pocemn Ne 86
1 Munnnadopmcssizu PO Ne 20 ot 13.02.2008 r.

4. «I[Tonoxerue 00 O0COOEHHOCTSIX OOpaOOTKH NEPCOHAIBHBIX JaHHBIX, OCYLIECTBIIAEMOH
Ge3 MCIIOB30BaHHs CPEICTB aBTOMATH3alMmy, yrBepxkaeHHoe Ilocranosnennem [IpaButenscrsa

P® ot 15.09.2008 . Ne 687.
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[TIPABUTEJILCTBO CBEPIIHOBCKOﬁ OBJIACTH
MUHHCTEPCTBO COLMAIbHOM MOJUTHKH CBep/J/10BCKO# 001acTH
LAY “O6aacTHOl HEeHTp peabHInTaluH HHBAJHA0B”

IMouTHKA HHPOPMALHOHHOH (6€30MACHOCTH

WHpopManHoHHbIe CHCTEMbI MEPCOHATBLHBIX IAHHBIX

5. «TpeboBanusi K MarepHalbHBIM HOCHTELIM GUOMETPUYECKUX —MEPCOHANBHBIX  JIAHHBIX
M TEXHOJIOTHSM XpaHEHHs TaKHX JaHHBIX BHE MH(GOPMAIOHHBIX CHCTEM MEPCOHATBHBIX TaHHBIXY,
yTBepKIeHHbIE [[0CTaHOBICHHEM [IpaBurenscTBa PO oT 06.07.2008 r. Ne 512.

6. HopMaTHBHO-METOJMYCCKHE  JOKYMCHTBI DejlepaibHON  CIYKOBI 1O TEXHHYCCKOMY
¥ SKCIIEPTHOMY KOHTPOJIIO Poccuiickoit ®enepamuu (nanee - PCTOK Poccun) mo obecredeHuIo
6esomacuoctu T1/{u mipu ux o6padotke B UCTIIH:

7. PekOMEHJAIMA MO OOecredeHuIo 0e30macHOCT! MEePCOHATBHBIX JIaHHBIX TIpU MX oOpaboTke
B MH(OPMAIMOHHEIX CHCTEMaX NEPCOHANBHBIX NaHHbIX, YTBEPIKACHHBIX 3aMECTHTENIEM JIHPEKTOPA
®CTIK Poccun 15.02.2008 r. (JACII)

8. OCHOBHBIE MEPONpPHATHS I10 OPraHW3allMH M TEXHHIECKOMY obecriedeHno 0e30MacHOCTH
IePCOHAIBHBIX JIAHHBIX, o6pabarbiBaeMbIX B HHYOPMAIMOHHEIX CHCTEMAX TIepCOHANBHBIX JAHHBIX,
YTBEPIKICHHBIX 3aMECTUTENIEM IUPEKTOPA ®CTIK Poccuu 15.02.2008 r. (JICII)

9 Basosasi MOJeTh yrpo3 0€30MACHOCTH IEPCOHATIBHBIX JAHHBIX IIPH ux obpabotke
B MH(OPMAIMOHHBIX CHCTEMaX MEPCOHANBHEIX NAHHBIX, YTBEP/KIEHHBIX 3aMECTUTEIIeM JUPEKTOpa
®CTIK Poccun 15.02.2008 r. (ACII)

10. Meroauka OIpe/esieHHs aKTyalbHBIX YIpo3 6e30MacHOCTH IMEPCOHAIBHBIX JTaHHBIX NPH HX
06paboTke B HHPOPMAIMOHHBIX CHCTEMAX NEPCOHANBHBIX JIaHHBIX, YTBEPXKICHHBIX 3aMECTHTEIICM
mupextopa ®CTOK Poccun 15.02.08 r. (ACII)
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